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ABSTRACT

FULLY INTEGRATED NETWORK OF NETWORKS

There are manylifferent facets to developing a fully integrated network of networks
system thatanfacilitateseamlesgformation exchange between nodes withoomplex network
topology. As an examplenidividual link resiliency, enhanced waveform daifiies, spectral and
spatial diversity are all critical features in providing communications that catees@nectivity
and interoperability for a fully networked systesmtending intomultiple domairs (ground,
surface, air, and space&tepstaken tavard achievingsuch an architecturare introduced with
emergingmillimeter wave (mmWand highbandantenna technologid¢isat can béntegratedvith
future tacticalmultifunction software defined radios (SDR&) enable information distribution
between vital networked participants, includiffjgeneration aircraftSmall, lightweight mmw
and highband antenna designs that will enable small unit tactical operations to persist under
electronic warfare conditions will be discussed. These small amtsypically fielded with
multiple communications radios but are limited in function and do not enable rapid comnomnicati
on the move, or higlapacity data transfers at the halt.

Additionally, a revolutionary cognitive antenna (CA) is introduced wheagtificial
intelligence (Al)techniques ar@roposed to aid in improving antenna functions, support self
healing attributes, and promote autonomous communication oper&i@#sdesigned for future
spacecraft (S/C) communications systems that is environmentally perceptive wikdsnted

where it can sense and transmit radio frequency (RF) signals and cooperate withizeaaginit



(CR) to modify waveform and beam pattecharacteristics for enhanced resiliency and
communications.

As anextrapolationto interoperabilityand information exchangedata must be always
secured. Common communications paylsadurity architectures are presented as a basis for
offering dataprotection to not only the system itself, [@liso tonetworks that are part of the larger
enterprise solutionSimilarly, machine learning methods are proposezbtobat malicious cyber
attackswithin an enterprise securitgpacebased communicatiorarchiecture to offer a more
resilient, protective adaptive frameworkdditionally, the machine learning algorithms seek to
provide a viable solution for identifying, classifying, and detecting possible intrusions inlya high
dynamic environment.

Machineleaming isalsoapplied to networking strategi¢s predict congestion before it
happens thereby, preventingbottlenecks within the network. This especiallyimportantfor
critical, highvalue information. A CONgestion Aware Interltased Routing (CONAIR)
architecture that facilitates faster and more reliable data exchanges between eisdousposed.
The CONAIR architecture leverages platform and missitormationto derive quality of service
(QoS) metrics that can be used to support network route optimizations by using aknetwor
controller (NC) withmachine learningo predict future network behaviors.

Finally, the CA multifunction SDRs andNC subsystemsare integratednto a robust
architectureon unmannederial vehicle§UAVSs) to form collaborativeognitive communications
systemgshatareresponsive tgtressingoperating conditionsThrough collaborative behavicaiad
interactions communications can be optimizethesediscriminating technologies support the
continued ambitin for maturating military communications systems to benefit cooperative

interactions and information exchanges between vatisessin multi-hop, complex networks.
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Chapter 1 Introductionand Background

Different engineered network topologies exist today in military networks, such as star,
mesh, tree, ring, poixtb-point, circular, hybrid and bus topology networks, each with different
configurations of nodes and communications links. Network of networks extend engineering
network topologies such that they can alldomnectedo enable interoperability and facilitate
faster and more reliable data exchangswvever, historicallydirectionalcommunicationsvere
primarily found in highend systems such as stealth fighters or fixed microwave bagldmalil
systems danded to migrate away frommnidirectional systems to gain tactical advantages
suggests that a revisit to directional communications to regain the spatialsdefyfes=dom is
necessary, andith that, will come the provisioning for offering Low Probability of Interception
(LPI) / Low Probability of Detection (LPD) capabiligtincreasd performancde.g., realizable
gain,range,or increased communications margiR)evious literature indi¢as that therareno
onesized fits allmilitary communications systesn however, with the maturation in SDRs,
innovative technology pairing to either use uniquely qualified antennas or support path diversity
with opportunistic networking methods is possible with solid systems engineering frdeaandr
architectures at theommunicatiorsystem’score.

There is a wtvergence from omnidirectional systems thahould occur to assure
communication effectivity For example, in currently fielded systems, communications and
electronic warfare apertures are stgveedin nature, meaninthey hinder communications and
cooperativeoperations with others who do not possess the same fielded s@stendirectional
systemscandegrade the air vehiglground vehicle, ansurface vessel overall cross radar section,
and therefore, do noéduce thdow observability of the platforms from an adversarial standpoint.

Stealthand speed of execution asé upmost importance to ensure soldier safety, but there is a



delicatebalance as systems still need to be able to support various functions which include
communications, interceph, jamming, sensing, and most importantly the fusion of all
information combined. While thihesispresents omnidirectional antenna systems as a hinderance
because of the properties it introduces to the platform, it also recognizes thdidukelyret be
abandoned, but rather augmented for extending capabilities. Augmentation (or upgfad&s)
include evaluating cuttingedgeantenna technologglternatives andthe application ofAl for
improved decision makings well

A fully integrated network of networks system is important becaggaecommunications
systems aremergingwhich need to be copatible and interoperable witbgacy systemand yet
still offer resiliency This informationexchange will provide reach back capabilitydecision
makers (and executive leadets)make reatime informative decisions about how to fight at the
front of the battlefieldsWe know that the military will not divert from already fundduigh
technology eadinesdevel systems due tdoth the need to haveeady assetesn handandthe
excessiveostswith any platform modification, testing andaining Thereforethis research will
target a systematic approafdr modifying, integrating or increasingcurrentcommunications
systems capability to maximize the full use of available infémma(command, control,
communication, and computer informatioA)fully integrated network of networks system will
unite a directional communications triad to use& assortmentof SDRs (and robust
communicationsvaveforms), distributed position, navigation and timing and advanced antenna
technologies with Al or machine learning methods to improve system behaviors for edcreas
situational awareness.

Several research questions and tasks are described in Chdptdr2ovide progress

towards solving challenges that arise with compound diverse,-gipgd communications



systems and networks. Systems definitions, systems science conceptstedimalaeptual
models, and physical system prototypell provide an origin for this research. Not only do
revolutionary antenna technologies or sophisticated aperture functions built on theepoém
machine learning techniques need to be advanced, but security and networking frameworks al
using machine learninghethodsneed to be proposed to secure data and enable the optimal
selection of available communications links to exchange informaéiamlesslycross multhop
networks. Tablel.1 provides a view of the researbbttomiine upfront (BLUF) summary and

discloses the key findings as an output of this research.

Table1.1.Research Findings Summary

Innovation o
Area Technology Contribution
New small, lightweight millimeter wave
- antenna designs for the P€ap Air
Millimeter wave antenna .

1 designs (omnidirectional) antenna and Bunker. Completion of
physical system prototype build and RF
performance testind.][2][3].

Emerging New quadband petal reflector antenna
Antenna design capable of supporting Ku
Technology Transmit (TX) Ku Receive (RX) K RX,

2 High-band antenna design| and Ka TX for highcapacitybeyond

(directional) line-of-sight(BLOS) communications.

Completion of representative physical
system prototype build and RF
performance testing].
Novel systems definition and conceptu

Multifunction | Tactical manpack radio thautSystem deS|g.n for tqctlgal multlfunc.tlon

: . manpack radioReadily integrated with
Software can be integratedith the .
) . key antenna technology for various
3 Defined emerging antenna i e . .
: . military mission support while reducing
Radio technologiedo act as the C ) .
e . soldier sizeweight, and power (SWAP)
Technology | communications radio o ;
from legacy communications equipment
[5].




\[o}

Innovation
Area

Machine
Learning
Influenced
Architectures

Technology

Cognitive aperture using
ML for self-healing and
environmental adaptation

Contribution

A new method to decompose or slice
aperture functions and udedicated ML
algorithms tomproveaperture
performance and sustainabiliy
presentedA systems trade studyas
conducted to evaluate viable candidate
algorithms to formulate
recommendations for enabling self-
healing and an environmentally aware
aperturesolution[6].

Cognitive aperture using
ML for intrusion detection
andcombatting threats

Extending communications systems in
spacewith known and vicious cyber

threats is challenging. Security data

architectures and ML at a system level
can be applied to the cognitive aperture
to combat threatly’]. A systems trade
study was conducted to evaluate different
flavors of algorithms, and analysis was
performed on selected data set acquired
for network intrusions. By extrapolation,
neural netwrks proved to be the superipr
algorithm to identify, detect and classify
different cyber threat8].

Cognitive networking using
ML for predicting
congestion before it happe

An innovative architecture to increase
network reliability and scalability is
presented with the Congestion Aware
Intent-based Routing (CONAIR)
architecture. Simulated results
ndemonstrate the ability to-reute high
priority traffic to more capable
communications paths to guarantee
delivery of data at the destinatif].

System of
Systems
Integration

Integration of cognitive
aperture, multifunction
SDRs, and cognitive
networking to present a
cognitive communication
system for small platforms

Novel system of systems architecture f
low SWAP attributable platforms is
presentedA mission use case is
presented to which communications ar
disrupted. Results show with the fully
integrated cognitive communications
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system, communications can per§i€i].




1.1 Background
This section will provide a background into different technologies to understang@nanat
work has been done to addresspiheblem statememosed irthe introductionSpecifically, latest
antenna designs for mm\bmnidirectional) and highband (directional) antennas will be
discussedAl benefits and useful algorithms for applications to system architectures will be
reviewed, and advanced networking routing techniques to distribute informatioessigratross
the network will be described.

1.1.1Millimeter-wave Antenna Technology Survey

Millimeter-wave communication ha& been identified as one of the mosalatable
techniques in the 5G mobile communications systems as it has the capability toasigwific
increase wireless data traffitl]. Additionally, various external faats offer challengese(g.,
blockage, communication security, hardware development, etc.) for limiting theadjopli; an
outdoor environment. Different antenna element configurations such as cross, cineleagon
and the conventional rectangle warelyzed, where the circular antenna array showed to be more
robust to angle variations that frequently occur due to antenna vibration in an outdomTraemnt.

To guarantee effective coverage of such mmW communications systems, techsughess
coopeative multthop relaying in conjunction with these distributed antenna system
configurations as a mechanism to extend range and provide increased gain wesediAcase
study of a novel, high gain, wideband and compact mmW 5G antenna, the cloveadoten
cellular handsetsvas presentelly Ozpinar et al. where the antenna achieved a measured peak
gain of 7.89 decitels —isotropic @Bi) in the experimental frequency band ot28 Gigahertz
(GH2) [12]. Since the capacity of the current 4G wireless cellular systeamaot enough to
sustain the continuing demand for wireless data traffic, wiasheengrowing exponentially with

emerging mobile applications requiring more bandwidth, the clover antenna in addition to other
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antenna technologies should be designed and evaluated for use. Also, new mmW broadband
monopole antenna designs and procedures for optimizing antenna parameters using arComput
Simulation Technology EM simulator for future 5G mobile network applicatieredescribed
by Abdalla et al [13].

Agwil and Sxenaighlightedthat 5G wireless systems with improved data rates, capacity,
latency, and QoS are expected to be the panacea of most of the current cellular natvisekss.
An exhaustive review of wireless evolution toward 5G networks, new architechaabes
asso@ted with the radio access network design, underlying novel mmw ph{Bidyl) layer
technologies€.g.,new channel model estimation, directional antenna design, and beamforming
algorithms), and details of Medium Access ContidIAC) layer protocols ananultiplexing
schemes needed to efficiently support this new PHY hageediscussedl14]. In blending the
different research initiatives by industries and acadesevenfundamental requirements of next
generation 5G systenmwere defined 1) 1 — 10 Gigabits per secondspps)data rates in real
networks; this is almost ten times greater than traditiboag)-Term Evolution L TE) network’s
theoreticalpeak data ratef 150 Megabits per secondMbps) 2) 1 millisecond (ns) round trip
latency; this is almost 10 timésss thamG’s 10 msround trip time. 3) High bandwidth in unit
area; this is needed to enabilanyconnected devices with higher bandwidths for longer durations
in specific areas. 4) Large quantity of connected devices; this is a mechanigalifong the
vision of internet of things (IoT), where emerging 5G networks need to provide connectivity t
many devices. 5) Perceived availability of 99.999%; here, 5G envisions that the neftwoltk
practically be always available. 6) AlImost 100% coverage for anytime anywirarestivity; this
is to guarantee user coverage irrespective of the user’s location. 7) Reductiergy esage by

almost 90%; this is targeted to promote the use of green techrjg@kjgyhe combined effect of



emerging mmW spectrum access, hypemnected vision and new applicatispecific
requirements hasiggeredthe5G evolution.

Finally, Helander et al.introducedthe usage of higlgain steerable antenna arrays
operating at mmW frequencies to support future cellular netveort®s method for characterizing
phased array antennfi5]. They suggested that for analyzing the performance, the total scan
pattern of the array configuration together with its respective coveragermd be considered in
order to compare different antenna designs and topology approaches to eadetwartides
suggest that there are multiple mmW antenna technolamidsr development, with varying
degrees otonfigurationsand designghat have been analyzed to meet the key 5G requirements
for different applications for future network of networks systems.
1.1.2High-band Antenna Technology Survey

A review of highband antenna technology is presenitedhis sectionwhere antenna
designs, realizable gains, and approaches are considered as a mechanism to suppmrhighlti
band frequencies (e.g., Ku, K, and-Kand) simultaneouslypecifically, the differences between
common reflector anteneand phased arrays adescribedo understantheir keyperformance
requirementscapabilities andoverall offeringsto apply for future communications at the halt
(CATH) strategiesReflector antennas are principally used in satellite communicatsasetin
et al. presentedh quadband antenna desighat hadan offsetfed parabolic reflector with dual
feeds, using a polarization grid to diplex RF energy onto both compact corrugated fedtéyrns.
antenna requirements for gain were cited as >35 dBi, beam efficiency > 95%oWwalf beam
widths (W-band at 3°, F-band at 2.4°, G-band at 1.5°, cross-polarization <-30 dB, return loss <-18
dB, and linear polarizatiofiL7]. Deng et al.describe a shared aperturguadband high gain

reflectarray antenna (RA) which consdbf a Kaband duaband circular polarized RA, and a



tri-band doublescreen frequency selective surface in betw@&be.RA transmited andreceivel
signals at both Kiand Kabands with measured gains at 31 dBi at 12.5 GHz, 32 dBi at 14.25 GHz,
36.1decibels-sotropic over circular polarizationiBiC) at 20.4 GHz and 39.4 dBiC at 30.2 GHz
with corresponding aperture efficiencies of 45.6%, 44%, 56% and 54.8% respefi®kly
Commercial Ka and Kiband reflectors antenna®reneeded for satellite receptibmsupport the
digital revolution applications which require data rates ranging fromKil@bits per second
(kbps)to a few 100 Mbp$19]. Thereflector and feed designserepresented in addition to the
approaclof low-cost production. Three dublnd concentric feeds were developed, one for Ka/Ku
(30/12 GHz), Ka/K (30/20 GHz) and Ku / Ku (14/12 GHz) bands. The Ka/Kufada corrugated

horn thatwas integrated with COTSOrthomode TransduceDMT) andalLow Noise Block [NB)
converter Likewise asingle layer, dual linear polarized unit cell was introduzgtiarned et al.

for a quadband RA antenna in the Kaand region centered around 12, 13, 14, and 15.5 GHz.
Prototypes were fabricated, analyzed, and measured for perforijz@jcenNhile, Rao et al.
performed successful testinfshapedeflectors that allowedsingle feed illuminating a reflector
whose surfacevas shaped to fit the desired coverage shape on the gi@linth the past,isgle-

and dualreflector antenna configurations have been used for-lohesr or dualcircular
polarization applications. For example, in the 1990s, direct broadcast sateltitekighipowered
downlink beam over the coverage region were deeglpfhese satellites allowed users to receive
high-definition TV channels using large circular dishes mounted omathigopsof houses and
buildings. Different types of satellite services that are widely being used for commercial and
military communicatios are described as fixed satellite service (FSS), broadcast satellite service
(BSS), personal communication service (PCS), mobile satellite service),(si®6inter satellite

service (ISS). FSBrovidesshaped or contoured beams for domestic or regiatallise services



at G, Ku-, or Kaband frequenciesvhere BSS$rovidesdownlink beams over a coverage region
and provide weighted contoured beams to compensate for rain atten®&iprovides K/Ka
band multiple beams to employ multiple reflector anten Each reflector uses many feeds for
personal communications and data transfer fromiaseser via satelliteand itgenerally employs
a forward link (groundo-satelliteto-user) anda reverse link(userto-satelliteto-ground. MSS
provides commungttions to mobile users via satellite. These mobile satellites operate at low
frequenciesUItra High Frequency YHF), L- or Sbands and, therefore, need to use large
deployable mesh reflector technology. The feed array emplapgfeeds with overlapping beams
on the groundLastly, ISS providesdata transfers from satellite to satellded employdarge
gimbaled dual-reflector antennas with atrick capabilityfor global communications.

When compared with phased arrays, the reflector antennas are inexpensive and more
efficient. However, the reflector antennas are typically heavy and opegagéngleband or dual
band supporting transmit or receive or both transmit and receive frequencies [22] hEBraré
made of composite graphite material due to thermal stability required to operatg@tea s
environment andire up to 3 meters (m) in size. Phased arrays play a crucial role in modern
wireless communication systems due to their fantastic abilities to shape, switkdr, steer the
radiation beam of antenng®8] LWKRXW XVLQJ GLJLWDO VLIJQDO SURFHV
EHDP(VWHHULQJ DQG HYHQ PXOWL(EHDR Drgnt/Dfiequémi€s EH UHL
using RF circuit components. A phased array generally requires a complicated feedorg netw
whose architecture is highigependenbn the application purpose. Due to the uniqueness of
feeding topologies, in traditional thinking would be very challenging to integrate multiple
phased arrays into a single network without dramatically increasing the ovagahsi fabrication

cost. There are several innovative heterogeiotegrated phased array systenmeludingthe



EHDP(VZLWFKLQJ DUUD\ 9DQ $WWD DUUD\ D® GO &K DALHRGRME b
array. DualPRGH UHWUR G lcdhHeRabé& XD D UBIDQE RSHUDWLRQ IRU LQ
throughput andigh quality of serviceas an exampleThere is also aWUL(PRGH KHWHURJF
integrated phased arrdlgat servesDV D EHDP(VZLWFKLQJ DUUD\ D 9DQ $WwWYV
conjugating array respectively in the low, mid, and high bakiti®f thesadentified phased array

systems support highband communications, bate arelatively expensive cost to fabricate making
themundesirable for soldier protected CATEne rationale, for desiring inexpensive and highly

capable antenna technologies is because warfighters have a tendency to be emplayedizedug

terrains andoftenin very extreme environmental conditionghich wouldrenderthe antennas

unusable after only several deployments.

1.1.3Artificial Intelligence/ Machine Learninghlgorithms

In this sectiona reviewof Al algorithms isperformed to understand the maturity and
applicationghe algorithmshave been applied to, and how they could be leverfgetlvancing
networking.Networking is the process of interacting with others to excharigemation ands
important to a communications system as a whole because while empowered by rftodems
generate the waveforms to which the data residgamhaperturegvhich point in the direction
of transmissiopy networking uses protocols to route the data across multiple natles a
network in order to extend beyond only point to point communications. An introduction of
cognitive reasoning can sohgemultitude of problemdor example with mapping like pattern
recognition classificationand forecasting. Artificial Neural Networks (ANN) provide these types
of models, and essentially are mathematical models that describe a functiare as$ociated
with a particular learning algorithm or rule to emulate human actions. ANN isctédzad by
three types of parameters; (a) based on its interconnection property (&sfesed network and

recurrent network), (b) on its application function (assification model, Association model,
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Optimization model and Setfrganizing model), and c) based on the learning suedgrvised
learning, unsupervised learning, reinforcement learnelg.) In this case, ANN learning
paradigms to which learning can refer to either acquiring or enhancing knowdestgphasized
Supervised machine learning is the search for algorithmise¢haon from externally supplied
instances to produce general hypotheses, which then make predictions about future .instances
otherwords, the goal of supervised learning is to build a concise model of the distribution of class
labels in terms of predictor features. The resulting classifier is then usssiga alass labels to

the testing instances where the values of the predictor features are known, but thethialokass$

labels are unknown. There are various supervised machine learning classifeetniquesq.g.,
decision trees and ruleased classifierdR9]. As an example, decision trees aahwaysthat
classify instances by sorting them based on feature values. Each node in a decispneseats

a feature in an instance to be classified, and each branch represents a vaiue tioatle can
assume. Instances are classified starting at the root node and sortedrbteedfeature values

[30]. In essence, supervised learning allows one to collect data or produce a dataaodtput
optimizecriteria using previous experience. Alternatively, unsupervised learning technoguets c

be used to perform more complex processing tasks compared to supervised learning. Although it
canbe more unpredictable compared to other deep learning and reinforcement methods. Some
prime reasons for using unsupervised learning metaethat it can find unknown patterns in

data and features which can be useful in categorizgBtth Reinforcement learningRL)
discovers throughrial-anderror interactions with its environment using a reward / penalty
assignment [32]RL is concerned with how intelligent agents take actions in an enviroriment

maximize the notion of cumulative reward, and it differs from supervised learning ih doas
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nat need labe#éld input / output pairs, nor suboptimal actions to be correlctsigad the focus is
on finding the balance between exploration and exploitation of current knowledge.

A deep neural network (DNN) is an ANN with multiple layers between the implLbatpa
layers, where learning can be supervisatnisupervisear unsupervisedsraphneural networks
(GNNs)wereshown to achieve superior accuracy on a numbstaofdlard benchmark datasets for
graph-based supervised learning, where learning tasks dealt with graph data wiaictedaith
relation information among elements.q., in modeling physics system, learning molecular
fingerprints, prediction protein ietface, and classifying diseasgs}]. GNNs are deefearning-
basedmethods that operate on graph domains. Although cited that GNNs are difficult to train for
a fixed point, recent advances in network architecflagsxplored irChapter 8 optimization
techniques, and parallel computagomave enabled successful learninffrom a systems
engineering perspective both DNN and GNN have shown to be advanced machine learning
approaches and can be utilized with existing and new multi-hop networks under investigation.
1.1.4 Advanced Networking Strategies

Advanced networking techniques and solutions are a fioMx@ay to balance resources,

handle traffic, and make effective decisions for providing information tevetualdestination.
Deeplearning was cited to improve heterogeneous network traffic control by charactéhe
input and output pattern84]. The results were reported as encouraging when using the deep
learning system in comparison to a benchmark routing strategy, such as Open ShbrtaésttPa
(OSPF) in terms of significantlymproving signaling overhead, throughput and del&yso,
software defined networking (SDN) is currently regarded as one of the most promisidigipera
of thefuture Internet. A centralized controller in SDN can be replaced with multipleotlens to

facilitate network scalability; however, there still lacks a flexible mechanism todsataafic
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load among controllersfu et al.identified aload balancing approach based on load informing
strategy for multiple distributed controllesshere acontroller could make loaebalancing
decisions locally to reduce the time of load balancing in a commevork[35]. Additionally,
besides the pedantic challenges with networking and load balancing, ensuring network service
availability in link state routing networks through protection schemispertant [36]. There
have been significant efforts applied to learn how to move packets betweesd desites
effectively using routing table§37]. Proposed solutions reduce the lookup complexity in
forwarding tables by incorporating an improved computation and storage optimization strategy in
edge routerdlowever, wth the advent of redime delaysensitiveand mission critical application
needs, stringent network availability requirements are levied on the irderaigie providersAnd
moreover commonly deployed intrdomain linkstate routing protocols react to link failures by
globally exchanging link state advertisements and recalculating routing tables, whitdbige
causesignificant forwarding discontinuity after a failur&.hybrid link protection scheme can be
appliedto allow the network to achieve full failure coverage with lbege criterion (e.g.,uses
large internet backbones for comping with single component failurasjly, it is noted,that
modelingof cyber threats and vulnerabilities as part of the initial design and archalestages
of designing networks is highly recommend&8]. A way to improve networking is to ensure
network availability against ever evolving cyber threatsouraging the need for enforcing data
securiy architectures when formulating a robust system as descrilidtapter 7
1.2 Organizational Structure

This document is organized in a succinct manner to provide insight on enabling technology,

whereChapter Iprovides general literature surveys of relevant technegofgirachieving dully

integrated network of networlsystem Chapter Zorovides a description of the research questions
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sought to be answered and the correspondasis performed to progress towarstsme
recommendedsolutions. Chapter 3introducesnovel mmW antenna technologies that enable
communications on theove (COTM) for deployed operators to support communications under
disadvantaged conditionandon the move with aeed to communicate rapidigtandard antenna
technologies for field operators are commonly deployed with commercial off the/smglHigh
Frequency (VHF), UHF, iband dipole antennallere, the operational context and rationale for
themmW antenna techwsiogy will be described, in addition to the designs, supporting modeling
and simulation and analysis (M&S&A), and achiewadidation measurement€Compact and
lightweight antennas are required for future ground communication systems to praledsengie

E VWHUD G L D QridnpaRikatidcbrdmuriBations units carried by soldiers on the ground.
Two innovativeBunker antenna desigmat kbandwill be describedThe novelty includes antenna
deployment from folded to unfolded configurations, compact siggRZ PDVV QHDU & VW
coverage, lowcost, wide bandwidtperformanceand builtin radomefor protection from severe
environmental conditions. Design of these antennas, trades, RF simulations, médesigca
antenna deployment, and material selection leading to product develapithalso bediscussed
A prototype antenna has been fahted and measured results atgo presented. An excellent
correlation between measured and simulated patterns has been achieved. TherBemkahas
very wide frequency bandwidth of 86% covering Ku and Ka secondary frequency bands in
addition to its pmary K-band and thus could in the future replace timdependenantennas on
a dedicated manpaekith a single triband antenna solution.

Future protected communications require soldiers on the ground to carry sevenahsinte

to integrate with theimanpack to provide secure and reliable communications at several

frequency bands. Chaptedéscribes a novel petedflector that combines four antennas into one
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using a quaeband antenna design. A duaflector antenna using axially displaced ellipsoid
(ADE) subreflector fed with a wideband quaitiged horn provided KibandTX, Ku-bandRX,
K-band RX, and Kaband TX frequencies using a high performargeadruplexerThe main
reflector is made of six identical petals that can be quickly assembled anckmiiskeskin the
battlefield The antenna is assembled ohgatweight 2axis gimbal to provide beam scanning
over ++ 9 in elevation and 360n azimuth. The antenna / gimbal combination is then mounted
on a tripod structure for field operations and uses COTS componentdanthBufactured parts
to minimize cost andverall equipment weight. Details on the antenna design, analyses, hardware,
integration,and test results aexplained inChapter 4

Chapter 5describs a future tacticaimanpackSDR that can be integrated with such
sophisticated mmW and higiand antenna technologies for optimizing communications and
increasing range. Heremerging tacticamanpackcommunications systems are being designed
and developed to combat electronic warfare conditions in permissive environmesusd Gr
operators are subjected to highly capable adversarial emitters or integfembich degrade
communications with their inteled receivers, e.g., local squads, air platforms, or feack
communications with headquarters. A futureanpackSDR (and its accompanied antenna
technologies) desigwill be outlined Additionally, highlevel descriptions of curated antenna
technologiesare re-capped Key antennas such as the deployable and stovigbi&er ultra-
wideband antenna and fixeBATH rapidly assembled Qudshnd Petal Reflector antenage
summarizedn Chapter Saswell butare detailedn 0 andChapter 4 Future work will define the
scope of the testing planned for 2022 to validaterthepacks radio performance.

CR technology has only recently been explored in the space domain Néiceal

Aeronautics and Space AdministratidASA) Space Communications and Navigation (SCaN)
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test bed onboard the International Space Station (ISS) in[30).Zhapter 6oresents the novel
concept of a wideband CA functioning in concert wiRathatis able to learn from its experiences
over time to determine action and parameter selections to aueiderences anaperate in
anticipation of network challenges to support future space networksgatability. By extending
cognition to the system'’s fromind, beamforming, beam steering, nulling, and spectrum allocation
at the antenna can be enhanced using learnpdrierces gained from interacting with the
environment, and an introspective understanding of the antenna’s Mealtpplied cognition will
provide more robust interference mitigation, link optimization, and imilbrove cognitive
networking €.g.,shaing the RF spectrum with other CRs while minimizing interference to pyimar
users). The ability to adapt to current conditions and future challeageskey performance
parameter of the CA. For example, with the development of prospenigaconstellatbns
totaling 15,000+ satellitgg0] future challenges are to be expected with satellite communications
interferences and interoperability. With the need to optircieanel capacity from an economics
perspective, CRs built on SDR platforms have evolved to address the problgracttis
congestion and maximization of frequency utilization. The emergence oh&Rstroduced the
notion of reconfiguration and adaptitiwithin the space communications architecture. However,
even the idedbDR islimited by its physical hardware and component capability. Theredsr€éR
technology becomes increasingly wideband, it is necessary to have awcwmniary wideband
antenndechnology developed.

Chapter presents a comparison trade survey for two distinct data securitieargtes for
space communications, which can be directly applied for consideration design of a more
robust CA system. Space based communications networks redateto be handled and

transferred at different sensitivity levels as well. Théiéecture evaluation focuses on a subset of
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features, e.g., kegpace payload design constraints, and commonality of the encryption methods
for various payloads to yield an architectural approach that can bedaaph resource constrained
multiple levels of security (MLS) space communications network.

With the insurgency of Low Earth Orbit (LECGH/C constellations, there is a need to
safeguard and protect sciencgljtary, and commercial data against radical adversaries to maintain
the Third Offset advantage. Adversaries are using Advanced Par3tsteats (APT) to target high
priority communication systems, which continue to evolve with the adfegkitwhere machines
inherently can identify system vulnerabilities expeditiously over naiwgahuthreat actors. Using
a systemengineering approacighapter 8describes a disruptive abuse case (atpdak) for an
APT-attack on LEO Cognitive Systems (CS). Additionally, a trafi@nalysis was performed that
evaluatednachine learning methods that could be used in the rapid detection and onitifagtn
APT-attack. The trade results indicate that with the employment oalneatworks, the CS’s
resiliency would increase in its operational state, and ther@ieaemand global communication
services network reliability would increase.

Individual link resiliency, enhanced waveform capabilities, spectral and Ispiagasity
are all critical features in providing secure communications that can enable catyhectd
interoperability for a fully integrated network aktworkssystem. While different engineered
network topologies exist, such as star, mesh, tree, ring,-fogoint, circular, hybrid and bus
topology network$41], each consisting of different configurations of nodes and links, we propose
to use training and adaptiveachinelearning to smooth the transition between those engineered
networks to enable interoperability in a network of networks system. Empoweringrkeifv
networks communications with a robust, resilient architecture will facilitate fastenreore

reliable data exchanges between the end users. Chaptesctbes the propose@ONAIR
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architecture that will respond to platform and mission communications by leveragiiapobe/
QoS information€.g.,link capacity, throughput, latency, and packet delivery ratio, etc.) to support
network route optimizations usingNC. Furthermore, Al techniques can be applied to predict
network behaviors under certain pre-trained conditions.

Chapter Provides a basis for using an NC to provide network resilience. Addigotiad!
novel CONAIR architecture and the Al technique designated to predict and mitigiatehgestion
is introduced And lastly, the simulation approach which substantiates the netwerfopnmance
improvements using th€ONAIR architecture for a complex network of networks sysiem
presented

Small attributable platforms, such as minones, are promising vehicles to serve as
communications relays to provide increased intelligence/eslance and reconnaissance to
decision makers at the forefront of the battlefield. Mirones can aid in distributed collaboration
of information in highly competitive, dynamic, and stressing envirorsneithout endangering
soldiers or highvalue asds near immediate adversari€hapter 10ntroduces a novel cognitive
communications system that can be equipped on small attributable rpigtftire system
archite¢ure amalgamates a highly capable environmentally perceptive aparsaféyare defined
radio, and sophisticated networking techniques. The proposed cognitive controngisgstem
uses the 5G new rad{dlR) waveform and applies groundbreaking machimeneg methods to
facilitate systems orchestration amongst its subsystems to trarisfenation effectively between
nodes, and across largeale multihop networks, essential for rapid strike missions. With the
challenges imposed by mature and readiigilable jammers, a cognitive communications system
can be used to maintain and sustain continuous communication to proddeeaéime

surveillance andituational awarenesgpdates. In addition to providing a comprehensive overview
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of the cognitive communications system, a jamming analysis willdsepted. Performance results
will be compared to existing trite architectures consisting of siloedusps and standard radio
systems to demonstrate the auspicious technology offdrthg oognitive communications system
for low SWAP attributable platforms.

Chapter 1will summarize the technicaésearclktontributions and findinggresented and
describe the important roles these capabilities play in developintlyantegrated networlof

networkssystem.
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Chapter 2 Research Questions and Tasks

This chapter presents the research questions and tasks that provide progress towards
resolvingthe problem statement amdtigatingchallengeshat arise wittcomplexheterogeneous
stove-pipedsystems andetworks.In general, systems definitions and systenierge concepts
provide a basis for the research included in this thesis and includeethellsystems engineering
processes and analysesshown irFigure 2.1. Cong&ual systems designs are presented to set a
plan and specificationdefinedfor the physical systems before they btalt. In all cases, the
proposed physical system is simulated in the abstract by mathematical or othptu@medels
whichprovide anechanism tevaluate the performance or key role the physical syistertended

to executan the real world.
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Figure 2.1. Systems Engineering Methodology

2.1 Research Questions
There are several specific research questionsatieasked that will helgletermine the
idealtechnicalapproachfor forming fully integrated network of networks systenSystems are

composed of components, subsystems, attributes, and relationShgsesearch questions
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proposedhape the scope of tbagineeringasksperformed in support of this thesis, and they

furtherdescribedn Section2.2.

1. What improvements can be made to antenna technology that can enable soldier
communications on the move and with futufeg@neration aircraft?

2. What improvements can be made to antenna t#aby that can enabl@gh-capacitydata
transfers for solider communications with futufegeneration aircraft or even long range
backhaul communications with a strategic headquarters site?

3. How can SDRs or CRs be adapted to increase capability and offer msitggerting
functions, while minimizing SWAP, a key metric for communications equipmeayn
field operational situatich

4. How can multi-faceted multi-domain phased arra/ be improvedto learn from
environmental conditionand their surroundings, and available spacecraft inform&tion
improvesustainability, reliability, and Rperformancéy providingself-healing?

5. What architectures should bbligatoryfor communications stemgo provide resiliency,
and more so, what advanced methods can assure the protectionamrdasaa netwofk

6. How can machine learning improve networking across heterogeneous networks when
information is available to a network controlgth multiple communication path optiobs

7. What systematic coordination can be made between technologies to optimize
communications in general or for smaller, unmanplatforms

2.2 Supporting Researchasks
Through complex systems engineering methodolpgiexesseand activitieskey tasks
have beencompleted to further progress technologies and capability offeririggough

systemology and synthesis. Thial tasksperformedare delineatedelow and describe the
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primary scope of eadtffort achieved t@wlve unique developments fdully integrated network
of networks systems across multiple domains (ground, surface, air, and space).

Systems engineering and analysis reveal unexpected ways of using technology to bring
new and improved systems and productsfrtotion. New and emerging technologies are
expanding physically realizable design options and enhancing capabilities for developing mor
costeffective systemsTo address research questionGhapter ldefinesthe systemlevel
requirements for mmw antenmtechnologis for enablingCOTM. The definition of needs at the
system level (requirements) was the starting point for determining thenardesign criterid he
mmW antenna design waben modeledo analyze theredictedRF performance over the
operational frequency range. Nesgveral physical antennas wearenufactured built, and
assembledor two distinct configurations (Pe@ap airantenna and the Bunker antenn@f
performance testingf the physical antenna prototypesis conductect an antenna range to
acquire performance measurements. Measured resultshe@ammpared to simulation teerify
the model analysis and more importantly the prototype performance.

Likewise, or research question @hapter 4ntroduces the developmentaherging high-
band antenng&echnologiedor enabling CATH The systerdevel requirements as an entity are
established by describing the functions that must bmpeed (those required to accomplish a
specified mission scenario or series of missions, and those required to ensystethassable to
perform the needed functions when requiraal)l are used for developing the higdnd antenna
design criteriaM&S&A was performed to verify the antenna model would meet the expected RF
performance over the operational frequency range requiretbsign evaluation, an early model
setup that fully meets design criteria was established as the baseline for tHzaodaggtal

reflector antenna. Next the physical representative antenna (referred to as dhesfhadtor
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antenna) wamanufactured, built, and assembIB& performance testing of the antenna prototype
was conducted at an antenna range to acquire performaaseiraments. Measured results were
compared to simulation to verify the model analysis and the solid reflector prototjqrenaerce.

System design is the prinagentof systems engineering, where it requires both integration
and iterationand invokes a process that coordinates synthesis, analysis, and evdRestganch
guestion 3 queries how one can adapt current radio technologgmélyingSDRs or CRs to
provide multifunction capabilities.To this notion, Chapter 5applies principles from the
engineering development phase, to dersystemlevel requirementobtainedfrom mission
operationalscenarios rad field operatorsurveys to generate ttogtimal SDR configurationto
maximize capability and flexibility A manpack SDR conceptual design was generated which
afforded the opportunity to identify and prioritize design functions such that the technical
performance measures and the related criteria for the design could be documksatethefplan
to completentegration and evaluation to validate that the system wascbuiictly andvasbuilt
as intended for operational usas definedWith the application of the iterative system design
process whichfocused on minimizing SWAP, a viable enhanced SDR capable of supporting
multiple missionglocal, air, and BLOS conversations) with comnoommunications equipment
was abstracted. Another key benefit of the novel SDR technology was the reduetjoiptaent
exchangeaime. This benefit allowed for soldier diversity based on the situation at hand.

There are many categories of systems, and there are several application domaitisevher
conceots and principles of systems engineering can be effectively implemented. Ureithad
cognitive phased array system is investigated to address research quéstsdpedery time there
is a newly identified need to accomplish some function, a netesyrequirement is established.

Chapter gerforms acommunication link analysis to derive the array’s desiggeria for space
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domain operationsTo further impree the phased array technology’s performance in its
operational state, complex methods of machine learning are applied to maximize sulasyste
component interactions. Different machine learning algorithms were traded tmideténe best
suited algoritim to perform the function needed within reaybased on preeployment training
and other availableesources Important engineering domain manifestations of emerging
technology and machine learning can be applied to optimize communications in general.
When addressing research questipthe following tasks were performed and are described
in bothChapter 7andChapter 8General systems theory is concerned with developing a systematic
framework for describing relationships amongst functions. One approach to an oradeelydrk
is the structuring of a hierarchy of levels of complexity for subsystems studied inltisedie
inquiry. A hierarchy of levels can lead to a systematic approach to systemavhabrbad
application, where starting with the simplest level with defining the systems argtetend
increasing to complex levels to incorporate moremprovedcapabilities by applying machine
learning. Here, two spacbased systems architectures were defined (distributed and centralized)
to provide MLS and ensure data protection.systemstrade assessment was perfornted
approximate which security approach would be best selected in practice, given naraabop
with no threats introduced, to protect the system data and data being transtessde network.
Next, an abuse case was developdddamhow a potetial attackeicouldcompromisehe security
infrastructure on a spatmsed communications system. Machine learning algorithms were
researchednd traded as a meatosletermine théestalgorithm recommendation faentifying,
classifying, and detectingdvanced persistent threatlsing opersourcetest collection ofdata
from Defense Advanced Research Project AgemARPA), training and learning curves for a

subset oimachine learning algorithmsere generated from MATLARo predicttheir expected
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performancever a periodn the presence of intrusioriBhese results were compared to the trade
study to reaffirm the recommended algorithm selection.

Networking across heterogeneous networks is not an easy feat. To work towardsragidres
research questiof a systemticapproach was taken to develop a Higvel systems architecture
that could be used to influence communication path selection using a network controller to
opportunistically route higher priority traffic to guarante¢addeliveryas described in Chapter 9
The systematic approach used translated operational needs and requirementsratitmalpe
suitability blocks of the systenit consisted of a toplown, iterative process of requirements
analysis, functional analysis and allocation, design synthesis, verification, andssgstalysis
and control. The topown approach allowed for the view of the system as a whole and was
necesary to ensure each subsystem effectively performs the role needed amulfésant/ flow
of information is well understood. Given thapetwork model was developed using EXata which
consisted of multiple SDRs and highly capable network controlleashMe learning was applied
to the network controller to aid in tmapid decomposition of available link information to move
traffic across the network effectivelywo test cases were constructed to validate the resiliency
and scalability of the network when equipped with this architecture (and machimedgaThe
performance results prostéhat the total endlo-end latencyvas reduced when sending data across
the network, and the total packet lagas minimized,and potential network bottleneckeere
avoided with open, collaborative netwagstem frameworks

Lastly, when working to solveesearch questioid, we know that a system is a set of
interrelatedsubsystemsbmponents functioning together toward some common objective or
purpose. Theroperties and behaviors of each subsystem have an effect on the properties and

behavior of the set as a whole. Single relationships exist between subsystems, and they ar
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connected in some way to contribute positively to the overall system’s function. fri@fden

a relationship of maximum effectiveness, the attributes of each subsystem rangirteered so
that the ctlaborative functioning of the subsystems is optimized. To this end, exjalgtis
performed commenced with the systems definition phase to express each enablingraudrsyst
their respective benefits to the collective system. Neystesilevel requiranents for a
communications payloaidr small attributable platforms (e.g., midiones)were developed and
are described i@hapter 10Selected architectures wergegratedand machine learning methods
were appliedto providea fully integratedcognitive communication systemlo validate the
effectivity of the cognitive communication systemtealistic mission usease was generated.
Communications physicdével analysesvere performed in accordance with a carefully crafted
scientific methodologyto evaluatethe performance of a cognitive system over-nognitive
(stove-pipedand federatedsystemdo justify the importance of systematic interactifost on
relationshipsand behavior coordinatian the presence @bommunicationiterferencepurposely
or non-purposely targeting receivers).

All of these supporesearchasksstemmed fronbroader systems engineering methodesg
for engineering development and post engineering development stadjesystems theory, to
provide a path focusing omaturing technology offerings that would aid in fully integrated
networks of networks systesmand that woulaxclusivelybenefit soldiers or troops tylly in
harms wayby providing access to more data or information at their fingertips to make informed

decisions thereby promoting increased situational awareness and militativefifess.
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Chapter 3CompactMillimeter-Wave Antenna Designs

Thischaptewill describe new antenna designs that improve soldier communications while
on the move. Thantennadesigns make communications possible with futdfegBneration
aircraft and enable small unit tactical operatitmgersist under electronic warfare conditions
using robustsmall, lightveight antennas that operate at mmW frequencies. This work was
publishedn elite peerreviewed IEEE technical conferences as noteflli{2] and[3].

3.1 Millim eterWave Antenna Desigridackground

An in-depth antenna trade study was conducted that evaluated several designg/at
and selections were made based on system metrics with antenna performance,adatonan f
considerations and costs. With the selected designs, the performance was @ ptinhgh gain
and sidelobe suppression. Preliminary designs for a noveCRprantenna for air applications,
and an innovative, functional deployable and stowdkaker antenna for ground tactical
operations will bedescribedboth of which are critical for on the move operations in support of
close air supporfCAS) missions. Here, communications need to be dependable, interoperable,
and secure both within the unit, and with the aircraft the operators are communicatirig wit
exercise control. The antenna geometries, RF performance to include, return lossaiuh radi
patterns, and prototype designs will depicted The PerCap antenna design illustrates the
suitability for use on small UAVs with certain profiles / contours and seeks to menairifow
disturbances to the platform. In the case of the Bunker antann@npact assessment of the
supporting mechanical rods on performance will be described. The flexible, but robust antenna
deployment mechanism offers easeusé and increased maneuverability that are required for
mission success. Measured results and correlation with simulations vd#édoeibedfor both

antenna types.
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3.2 Operational ContexReview

For operational relevancy, it is useful to think about the eser requirements and
applications of these antenna technologhes.integrated communications system (IG&)s
developed to protect local, airborne, and relaabk communications from detectiamterception,
and exploitation. The IC&anpack(as described ilChapter % equiped withthese advanced
antenna technologies, such as the discriminatidgatnd Bunker antenna, provides dependable,
interoperable, and secure communications both within the unit, and with the aircogfetheors
are communicating with to exerciseet sf highly complex missions. A key mission that will be
significantly enhanced with this technology is the CAS mission. CAS is a critica¢etef joint
fire support that employs aircraft fires to destroy, suppress, or neutnaéizeydorces to permit
movement, maneuveand control terrain. Soldiers on the ground require lightweight, enabling
technologies, versus currently fielded legacy radios that have many limitationsuwithability
which will become a liability in the future. The IG8anpackand the innovative, functional,
deployable and stowabRunkerantenna will enable fast, on the move and at the halt operations
to future airborne platforms crucial to both air superiority and establishingpagreacyFigure
3.1 showsa notional scenario using the ICS and the Bunker antenna as part of the soldier’s
manpackunit for communicating with future platforms, to identify, securedisdiptthe potential
adversaries.

Wide-angle coverage antennas with compact size, low mass, arab&iare required for
soldiers’ manpackradio units. In addition, the antennas néedoe deployed in two unique
configurations, (1) when the soldier is lying down on the ground “CATH” and (2) when the soldier

LV RQ WKH PRYH FRPPXQLFDWLRQV RQ WKH®E RWHBOLBAD Q V4

necessary for these antennas in ordeotomunicate with both aircraft and the ground network
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infrastructure Part of thischapter willdescribe a noveBunkerantenna at Kand providing a
small, noninvasive, deployable antenna solution in the field that could effectively support
communicatios from ground operators and / or air vehicles in or near contested environments.
The antenna is required for the I@&npackapplications with deployable configurations. An
added capability of the Bunker antenna is that it is designed to support seddndang Ka
frequency bands in addition to the primarybEnd frequencies where a single Bunker antenna

replaces three separate antennas in the future.

Legend

k = Soldier
@, = Blue Force
* = mmW Capable Radio
* = Red Force
- = Red Force Cache

= Air Support

Figure 3.1. Millimeter -Wave Antenna with ICS Manpack Enabling Scenario

3.3 AntennaDesigrs
A preliminary trade evaluation was performed where different antenn@uoaations were
investigated for € steradian coverage. The output of this trade resulted in two different antenna

design options moving forward based on operational utility and fidedfirst antenna design
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option is referred to as the R@ap air antenna. It is narrowband by design providiag®erage
(seeFigure 3.2 andis capable of supporting-band frequencies. Four prototype units were built,
manufactured, and then tested in an anechoic chamber facility at Custom Microe@ypeiated

(CMi) in Colorado.

Figure 3.2. Example of PerCapAir Antenna Placement for Total Goverage

The second antenna design optitvat resulted from the output of the trestiedy,was the
Bunker antenna. It is wideband by design providiregsteradian coverage, capable of supporting
frequencies extending from Keand to Kaband (10- 30 GHz). Six prototype units were built,
fabricated,and tested in an anechoic chamber to characterize the performaecanf€nhna
technical descriptiagwill be discussed in depth tinefollowing sections.

3.3.1PenCap AirAntenna Geometry, Analysis and Measured Results

The PerCap air antenna is designed to support small platform$ovordata rateair
communications. The extremely small antenna, 0.8” x 0.58 “, and low weight of 10 grams makes
this a very practical and feible solutionFigure 3.3hows the Pe@ap air antenna with a radome,
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it has a metal base to connecatommW capable radio baend via a coagl comector. It was
designed specifically such that the ground plane behind the antenna was shaped to improve the
front-to-back ratiowherebyimproving the signal strength transmitted in the forward direction to

maximizeexpected range goals.

0.8"

3

Radome

N

Pen-Cap Air
without Radome

Coax connector

Mass: 10 g

Modelling and simulation was performed to characterize the expected performance @fithe P
Cap air antenneonfiguration (shown ifrigure 34) and design. Here, the minimal realized gain
is shown across #and frequencies to be approximatelyO dB; this accounts for mismatch,
material and connector lossas presented iRigure3.5. The broadside axial ratio is reasonably

degraded away from the maweam at about 3 d&s depicted ifrigure3.6.
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Figure 3.4. PerCap Air Antenna Configuration
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Figure 3.5. PerCap Air Minmum Realized Gai(RHCP) in 2edBic
AR, Theta=0.0,Phi=0.0
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Figure 3.6. PenrCap Air Antenna Broadside Axial Ratio

Next, as with any good systems engineering practices falftecation and marfacturing

of the PerCap a antenna, we sought to verify its performance through rigorous anechoic chamber
testing. Measuredresults for each prototgpdevelopedvere obtainedand compared to the

numerical analysis for the measured gain and return loss. In all casegabh@ad resultsere
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highly correlated with the computed results showing that a detailed design proessswuorks
well, test methods and results were repeatanid,theperformance goals weretinitiated with

experienced modelling and simulation.
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( S
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Figure 3.7. PenrCap Air Antenna in Anechoic Chamber Setup
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Figure 3.8. PenrCap Air Antenna Measured Gain vs. Numerical Data
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Figure 3.9. PenrCap Air Antenna Measured Return Loss vs. Numerical Data

3.3.2 Bunker Antenna Geometry Options, Analysis and Measured Results

An isotropic antenna with no cregslarization isused only as a theoretical reference to
FRPSDUH WKH GLUHFWLRQDO JDLQ RI RY\HDQWH QY B U, QESWW A
is not realizable as the antenna patterns are affected by the mounting struetiimg, desembly
and scattering &cts of the finite antenna structure. A number of low gain wide coverage antennas
are described if42][43] for satellite applications providing either earth coverage -08*When
the sat#ite is in-orbit or providing a toroidal coverage with peak at @@h +/- 2¢° coverage
around the peak when the satellite is in the transfer orbit providing telemetriraakehg
communications to the ground. The isotropic performance is severely impacted by the mounting
structure such aS/Cand scattering from other support structure and antgddhsOne way to
achieve nearly uniform coverage affull sphere is to employ a number of switchable guasi

directional antennas pointing in different directip#5]. None of the esing antennas cover the
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entire sphere buswitching them on and off allows a full coverage pattern to be realized. This
approach has drawbacks of increased losses due to switching network, and increasedtgompl
mass,and cost. Quassotropic antennas provide uniform power coverage without the control of
polarization [46] Generally, these antennas are made of two orthogonal electric and/or magnetic
dipoles. The nulls in the patterns of each dipole are filled by the second dipole with proper
amplitude and phase excitation. Examples include two electric dipoles, where propeg ghas
achieved by adjusting the length difference of the digdigls four L-shaped monopoles with 90
phase progressions provided by a builfeed network48], equivalent electric and magnetic
dipoles are excited in dielectric resonator antgd®$ U-shape patci50], and circular sector
cavity [51]. In a majority of the above cases, quasi-isotropic antennas are a quaskmgth or
smaller, and thus they become less than the size of a coaxial connector at fredugimeitdsan
X-band leading to high sensitivity of radiation patterns to mounting platforms, handles, and
connectors itself. In this case, having a null in the direction of the platform is dahdfinlike
guasitsotropic antennas, onwdirectional antennas witioroidal patterns radiate perpendicularly

to their axes with doughmshaped patterns having two nulighereone of them can be directed

in the direction of the platform. The nulls are typically wide and significantly taffiecantenna
coverage. A comp antenna using a cawbacked annular slot operating aband is discussed

in [52]. This antenna has a narrow bandwidth of 5% and providesKeBsQste@adians coverage.

A bi-conical antenn&dBCA) with narrow elevation coverage is described58] A low-profile
dualpolarized wideband omdirectional antenna was proposgdt] with artificial magnetic
conductor (AMC) reflectosupporting LTE band (1-2.7 GHz). The antenna structure consists

of a horizontally polarized circular loop antenna, a vertically polarized monopolemarded an

AMC reflector. This antenna is too directiweth limited coverage. Gronicfb5] suggested a
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[56]. Parasitic elements are used here to get the
wide bandwidth, but the antenna has drawbacks of larger area, incceagadxity,and limited
coverage. The prieart literature shows lack of full coverage ondliviectional antennas that are

needed for future protected communications used for soldmenspackunits.

Lt

(b)
Figure 3.10. Bunker Design Optionga) Bunker IFA Design Option and (b)Bunker BCA
Design Option
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This section presents two types of antennas as showigume 3.10Q both capable of
providing K-band primary coverage and #dand and Kéand secondary coverages using a single
antenna. The first one employs an invefffedntenna (IFA) providing a cardioidphttern with
beam peak perpendicular to antenna aperture providing aigoi@epic coverageHigure 3.1@).

The second antenna uses amadital BCA wth better omniirectionaity and provides toroidal
pattern with beam peak perpendicular to the surface of the anteiguae3.100. The anni-
directional pattern allows for better polarization control, whereas nulls inpalterns are
minimized to improve the coverage. By comparing the gisasiopic with omnidirectional
designs, it is shown that the omni-directional approach has better couarddences selected

for fabrication and test.

Key features of thBunker DQWHQQD LQFOXGH D LW SURYLGHV &
the antenna has a novel support mechanism using two fiberglass rods, a conduit, an RF cable
inside, cliprelease mechanism to fold and unfold the antenna from lying down to standing up
positions of the soldier and a 2.92 mm coaxial connector that interfaces wltbSineanpack
radio, (c) it has a protective radome and a small metallic grplame, and (dit is compact and
lightweight for soldies to carry easily in the battlefield7]. Measured results of tHEA and
BCA prototype Bunker antennasre presented andompared with analytical simulations.
Additionally, the mechanical deployment of the antenna between the two configurations is

demonstrated where the impact of the mechanical support on antenna perfornrasiodes.i

3.3.2.1 Antenna Requirements
The Bunker antenna carried by the soldier for ragimmunication with aircraft, headquarters

and other ground sites within a theater area shall meet the following key primargmesnis:

X Frequency range: 20.2 GHz to 21.5 GHz
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X Polaization;: RHCP

x Coverage: 4Eteradians

X Antenna @in: >-6.5 dBic (90% of coverage) and > -9.2 dBic (95% of coverage)

X Returnloss: > 10 dB

x Stowageand deployment: 12" when soldier lying on the ground to 24” when soldier is

standing

X Mass: < 300 grams without support structure and cable

X Size: 2.5 dia. x 2.0” long (without support rod)

X Protection: Radome cover for field operation

In addition to the above requirements, the Bunker antennanestbe substantially low
due to thousands of quantities needed tdure manpackradio applications. The secondary
requirements include capability to support-Band and Kéand frequenesin the future where
one antenna could replace three uniquely different antennamafgrack-adio communications.
3.3.2.2 BunkeAntenna Design Approach

Design optimization and RF analysis of the Bunker antenna are performed using CST
Microwave Studio, which is a 3D full wave tool capable of efficient modeling of complex
electromagnetic (EMantenna geometries. The frequency domain solver used is based on the
Finite Element Method (FEM). It automatically refines the mesh in the requisas,athus
significantly improving the accuracy withnaoderate increase in memory and time requirements.

The numerical approach is validated by means of measurements.
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Antenna patterns were optimized by means of the CST's CMA (Covariance Matrix
Adaptation) Evolution Strategy optimizer. Depending on settings, the optimizer can lashave
local or global method. For the Bunker antenna design, the optimizer is set as global. t The cos
function consisted of an impedance goal and a coverage goal. The coverage goal dhmpares
computed minimal directivity within fieldf-view over a given frequency range with the threshold
UHTXLUHG GLUHFWLYLW\ YDOXH 7KHLYHSWBWXGOS HE) VMWVHUDXL

evaluated for a given gain value using the following equations:

100 ©
% % K R A Ne=CA+ ® K3 7)sin 3 > 2.3.2.4.1
o % ~ﬁA4 @4Eﬁal)sma@a ( )
ZKHUH WKH IXQFWLRQ | 3 LVJLYHQ DV

, (8 7) < )caotanx

where, )( 3 T) ineqn @.3.2.4.2 is the antenna realized gain in the directioG&fi ) andGinreshold
is the gain threshold level.

The percentage coverage is evaluated for the required threshold gain vatuésdific
and 9.2 dBic.Consideringa 1.3 dB cable loss and 0.1 dB loss due to mismatch and material losses,
the resulting directivityttresholds ares.1 dBic for 90% coverage and.8 dBic for 95% coverage.
To account for the polarization mismatch loss, far field is evaluated in terinswédy polarized
components, and thresholds are applied directly to RHCP component. Angular resolutien of 1
used in both azimuth and elevatiomget sufficient samples for % coverage evaluation. This design
methodology and analyses resulted in successfully developing Bunker antenna hardware that met
all the requirements.
3.3.2.3 Fabrication and Reconfiguration Approach

The reconfigurable mechanical assembly (RMA) is the key component apart from the

antenna that provides deployment and stowage functions when the soldier is standing and when

39



the soldier is lying on the ground in the battlefield respectively. The RMA is conmbartt types
of antennaconfiguratiors and hence described upfront. The stowed and deployed configurations
of the antenna with RMA are shown in Figure 3.11. In the stowed configuration the antenna is far
from the soldier's head and is close to the waist to minimize the radiation intiemditye safety
of the soldiemvhile simultaneously maximizing the field of view of the anteitself. The antenna
is above the head by more than 6” to minimize the radiation intensity. Details of the RMA a
shown in Figure 3.12.

In addition to meeting functional requirements, the design, choice of material, and
manufacturing methods are carefully chosen to maximize use of comnudfdia¢-shelf (COTS)
items to minimize costs. hE following components, as sdearfFigure 3.12are readily available
as COTS from several suppliers: the 2.9 mm flexible ieb@able; the 3/4” diameter fiberglass
support ods AandB; the 3/8” diameter plastitexible conduit; and the 1” diameter PTEEeve.

The stops andstowing dip are 3D printed out of ABS plastic and are glued to their
respectivesupport ods. Thebaseflange is machined from aluminum and is attachesujport
rod A using metal pins. The antenna aperture is machined from copper and is fed bila coax
center conductor that is electrically connected to the copper section by solderingchideda
Rexolite radome is glued to the antenna aperture. The radome/antenna aperture asgembly a
flexible conduit are attached s&upport od B using metal pingzigure 3.13hows the fabricated
parts of the RMA. As can be seen, the Burdkeéennas not only uses several COTS itemsatmit
also easy to manufacture and assemble. Thelyjgatereight and compact and require low to no

maintenancdy design.
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(d)

Figure 3.11. Bunker Antenna Integrated with the RMA (a) Stowed Configuration, (b)
Soldier Carrying kBand Antenna Lying Down, (c) Deployed Configuration, and (d) Soldier
Carrying K-Band Antenna while Standing
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Figure 3.13. RMA Prototypeshowing Deployed (Top) and Stowed (Bottom) Configuration
3.3.2.4InvertedF Antenna

The IFA is optimized for maximizing the antenna coverage in terms of tothkiel then
evaluated with RHCP component of the field. Total field is a combination-pblesized and
crosspolarized field components, and thus the antenna is not designed to distinguish different
senses of polarization, but solely to minimize the directivity variation acutissphere. The
antenna is expected to laale well in statistical sense in multipahvironment whepolarization

and direction of an incident signal are unknown.
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The IFA consists of two parts, a radiating antenna element and the RMA. The radiating
segment comprises #RA fed with a single feed point, a shaped ground plane, a rexolite radome,
and a 2.92 mm coaxial connector. The RMA consists of a coaxial cable, support rods and a condui
for deployment and stowage of the anterffigure 3.14shows the geometry of the IFA that
includesa metallic base, a rexolite dame with relative permittivity of 2.53, an airgap between
the top of IFA and the radome for improving the impedance match, a shaped ground plane for
widening the coverageand a 2.92 mm coaxial connector interface. Details of the RMA are
presented in thprevious sectionlhe simulated return loss of the IFA including the RMA support
structure is plotted ifrigure 3.15Return loss is better than 19 dB over the desired band of 20.2

GHz to 21.5 GHz. The 10 dB return loss bandwidth is 35% and is over 16.6 GHz @®&F23.7

@ 1.08" (27.4 mm)

Air gap @ 0.23" (5.8 mm) Radome
Rexolie 1422
0.57" (14.5 mm) 0.23” (5.8 mm)
0.16" (4.1 mm)
50 Ohm air-filled ‘ = ‘
coaxial line @0.717(18.0 mm) Metal Base

Figure 3.14. Inverted-F Antenna Geometry
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Figure 3.15. Computed Return Loss of the IFéver 10— 30 GHz

Table 3.1. Calculated Minimal Percentage Coverage of IFA without Support Structure.
Threshold is either applied to Total or RHCField.

Total Field

Freque-l;c:ryeShOld 7.8 dBic | -5.1 dBic| -7.8 dBit -5.1 dBic
20.2 GHz 100% | 100% | 86.0% | 72.5%
20.4 GHz 100% | 100% | 86.2% | 72.6 %
20.6 GHz 100% | 100% | 86.2% | 72.5%
20.8 GHz 100% | 100% | 86.1% | 72.1%
21.0 GHz 100% | 100% | 86.1% | 71.4 %
21.2 GHz 100% | 100% | 85.9% | 70.9 %
21.4 GHz 100% | 100% | 85.7% | 70.2 %
21.5 GHz 100% | 100% | 85.6 % | 70.0 %

2D projection of the computed total field directivity along with elevation cuts dFhAe
are shown irFigure 3.16 They are computed without the mechanical support structure RMA. The
projection at mieband shows close to quasotropic radiation with directivity variation of 6.3

dBi (Figure 3.16a Note that the antenna diameter is about 2 wavelengths, which is significantly
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larger than majority of published quasotropic antenna designs. Directivity variation can be seen

clearerinHOHYDWLRQ DQJOH FXWYV HJreERBKFigard8Q& <= SODQHYV

The percentage coverages for two gain threshold valuea®Bic and-5.1 dBic are
shown inTable3.1 Supportstructure is not accounted in the estimations. As seen, when threshold
is applied to total field, the coverage is 100 % by design. Coupling to RHCP has lower coverage
mainly since IFAradiates both theta and phi far field components, resulting in high axial ratio at

some angles.

The impact of the support structure RMA on the radiation patterns of the IFAlyzetha
using a 10” PTFE rod with cable inside and is showRigure 3.17 The gain variation in the
backlobe region is large as could be expected due to theigotmspic shape of the radiation.

However, the impact of the support structure on coverage is miniizaale3.2).

Even though this antenna has perfect coverage in terms of total field, coverage
requirements for RHCP are not fulfilled. An onrdirectional antenna is designed in the next

section for bettecoverage.
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Figure 3.16. Computed Directivity of Total Field of Quadisotropic IFA without Support
Structure RMA (a) Equirectanglular Projection at 20.7 GHz(b) Computed Elevation Cuts in
the Plane of the Pin Offset (phi=0 degjand (c)Computed Elevation Cuts in the Plane
Normal to the Pin Offset (phi=0 deg)
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Figure 3.17. Computed Directivity of Total Field ofQuastisotropic IFA with 10” Support
Structure RMA (a) IFA with RMA Geometry and (b) Computed Elevation Cuts in the Plane
of the Pin Offset (phi = 0 deq)
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Table 3.2. Calculated Minimum Percentage Coverage of IFA wlBupport Structure
Threshold is either applied to Total or RHCField.

Total Field
FrequenCyThreSho'd -7.8dBic | -5.1dBic| -7.8dBit -5.1 dBi¢
20.2 GHz 99.8% | 995% | 89.0% | 72.1%
20.4 GHz 99.7% | 995% | 89.2% | 71.3%
20.6 GHz 99.7% | 99.4% | 88.1% | 71.0%
20.8 GHz 99.7% | 99.4% | 89.0% | 71.1%
21.0 GHz 99.8% | 995% | 883% | 70.3%
21.2 GHz 99.8% | 99.4% | 87.8% | 70.4%
21.4 GHz 99.8% | 99.4% | 88.2% | 70.1%
21.5 GHz 99.8% | 995% | 87.8% | 69.8%

3.3.2.5Bi-Conical Antenna

BCAs are widely used in communication satellites to provide communication links when
the satellite is in the transfer orkitth coverage of +20° D U R X Q @. For this application, the
size and mass are reduced by using coaxial feeding (instead of conventional waveguide used f
VDWHOOLWHY 7KH GHVLJQ LV PRGLILHUGD @/IRD B WRHDLIE &/\K B\
cone angle as’®@esulting in reduced radiating aperture size. The BCA provides a dip near the axis
perpendicular to the fmone aperture over a small region but provides better backlobe
performance. Besides, it is mainly theialarized, so that polarization loss is 3 dB at all angles.
As a result, the percentage coverage will be better than that of IFA, and hence isdtes sel
antenna configuration for themanpackradio. BCA consists of btonical antenna with copper
conical structure, airgap, rexolite radome, fiberglass support seucmaxial cable within the
fiberglass rod support and a coaxial connector. The overallfsize antenna without the support

structure RMA is 1.9” diameter and a length of 0.48” (Figure)3.18
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50 Ohm air-filled coaxial line “ Y——
@ 1.27" (32.3 mm) Rexolie 1422

0.33” (8.4 mm)

0.15” (3.8 mm)

! @ 0.91" (23.1 mm)

@ 1.60" (40.6 mm)

@ 1.90" (48.2 mm)
Figure 3.18. Geometry of BiConical Antenna (BCA)

Table 3.3.Calculated Minimal Percentage Coverage BICA without Support Structure
Threshold is either applied to Total or RHCField.

Total Field
Threshold
Frequency
20.2 GHz 99.9 % 99.8 % 99.8%]| 92.4 %
20.4 GHz 99.9 % 99.8% | 99.8%| 92.5%
20.6 GHz 99.9 % 99.8% | 99.8%]| 92.6 %
20.8GHz 99.9 % 99.8 % 99.8 %] 92.2 %
21.0 GHz 99.8 % 99.8% | 99.8%| 92.4%
21.2 GHz 99.9 % 99.8% | 99.8%]| 92.5%
21.4 GHz 99.9 % 99.8 % 99.7 %| 92.5%
21.5 GHz 99.9 % 99.8% | 99.7%| 92.3%
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Table 3.4.Calculated Minimal Percentage Coverage of BCA wilipport Structure
Threshold is either applied to Total or RHCP Field

Total Field

FrequenTcr;/reShOId -78dBic | -5.1dBic
20.2 GHz 99.3 % 98.9% | 98.8% | 95.0%
20.4 GHz 99.2 % 98.8% | 98.8%| 93.4%
20.6 GHz 99.6 % 98.7% | 98.7% | 94.9%
20.8 GHz 99.6 % 98.8% | 98.8%| 95.2%
21.0 GHz 99.4 % 98.7% | 98.4 % | 94.0 %
21.2 GHz 99.8 % 98.9% | 98.7%| 93.9%
21.4 GHz 98.1 % 98.1% | 97.8%| 91.3%
21.5 GHz 99.7 % 97.5% | 97.4 % 90.6 %

Calculated percentage coverage for BCA without and with supporting structuh®are s
in Table 3.3 and Table 3.4 respectively. Relative permittivity of the handle is 5. The antenna

satisfies the coverage requirements for RHCP component in both cases.

Six prototype units of the BCA have been fabricated along with their RMAs. The taldrica
BCA along with the protective radome and RMA is showirigure 3.19 The antenna without
RMA is very compact and is 1.9” (48.33 mm) diameter and’Q#8.3 mm)long with low mass
of 66 grams. Measured return loss of the 6 units along with computed results are shigurein
3.20.The return loss is better than 19 dB over the desirdxhril frequencies. It shows wide
bandwidth of 12.5 GHz to 29 GHz with return loss better than 10 dB over 80% bandwidth. The
wideband capability of the BCA allows the unit to support multiple missions at Ku, Kand

bands thereby reducing the number of antennas carried by the soldier.
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Figure 3.19. Prototype Unit of the BCA with a Protective Radome and the RMA
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Figure 3.20. Measured Return Loss of 6 BCA Prototypes with RMA and Simulated Results
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The radiation pattern measurement of the BCA is not an easy task. Sihtsethe antenna
KDV ORZ JDLQ IXOO & VWHUD G Lk meadutidthe@I@izcdl KH E I
attention due to the support structure. They have been measured in an anechber @nd the
setups for forward radiation and backward radiation are showsgare 3.21 1t is to be noted
that special care has been taken for the backward radiatiap setere nommetallic support
structure (made of wood) is used to support the BCA causing reduced scatterirgppetiean
absorber material covering the positioner. Measured forward radiation pattetives forward
GLUHFW L R to +9@®) Rré shown irFigure 3.22 - Figure 3.2#r the six units along with
computed patterns shown in dark red at three different frequencies coveringbtrel KThe

radiation patterns of the six units track well and match closely tétisimulated patterns.

Measured radiation patterns in the backward hemisphere have been measured egth the t
setup shown inFigure 3.2lwherecare is taken to support the BCA with ametallic wooden
support structure so that the antenna remains stationary while the positioner ng.ndso,
absorber material is placed behind the BCA to shield the scattering from the posRaxtiation
paterns measurements are showfigure 3.25 - Figure 3.285how measured backward radiation
patterns at 20.2 GHz, 20.8 GHz and 21.5 GHz respectively and are compared with simulated
patterns. A good agreement is obtained between measurements and simulations. Heardisagr
is mostly in the areas of deaplls that got filled due to measurement uncertainties caused by low

gain and scattering from the sgi-as can be expected.
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Figure 3.21. Anechoic Chamber Test Séip for Radiation Pattern Measurements of BCA in
Deployed Configuration (Top Left) Forward Radiation in Deployed Statg Top Right)
Backward Radiation in Deployed Stateand (Bottom) Stowed State
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Figure 3.22. Measured Forward Radiation Patterns of 6 Prototype BCA Units at 20.2 GHz
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Figure 3.23. Measured Forward Radiation Patterns of 6 Prototype BCA Units at 20.8 GHz
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21.5 GHz
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Figure 3.24. Measured Forward Radiation Patterns of 6 Prototype BCA Units at 21.5 GHz
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Figure 3.25. Measured Backward Radiation Patterns of 6 Prototype BCA Units at 20.2 GHz
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Figure 3.26. Measured Backward Radiation Patterns of 6 Prototype BCA Units at 20.8 GHz

21.5GHz, 0 deg

—— Average
====CST

M N O " N M S 1N 0w~ 0 o0 O
[ e A S T A R A o
'

21gp ‘Ul dOHY

i
—

o
—

[22]
—

<
—

n
—

15 30 45 60 75 90
, deg

0
Elevation Angle

-30 -15

-75 -60 -45

-90
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Table 3.5. Compliance of BCA with the Requirements

Requirement Required Achieved
Impedance bandwidth, GHz 20.2~21.5 12.7~27.7
Performance bandwidth, GHz | 20.2~21.5 20.2~21.5
Polarization RHCP |Equivalent RHCP (}

Coverage of (E

-6.5 dBic 90% 90.6%

-9.2 dBic 95% 97.4%
Weight (no handle, cable), g 300 66
Size, in 25" x2.0" 1.9"x0.5”
Protection Radome Radome

(*) Antenna is theta polarized; polarization mismatch is accounted in the cealaglation

The measured performance of the BCAusnmarized imable3.5and compared with the
requirements of the andmanpackantenna. The BCA meeddl the requirements for each of the
six antennas manufactured and the RF performance tracks well among thé ueitms of
measured return loss, gain and shape of the radiation patterns. The antennas Haesedmidith
covering kband primarily as well as secondary Ku andb€ads. This allows a single-tsand
BCA replacing three different antennas onnfenpa&k radio thereby reducing massamplexity,
and cost for future protected communication systems. The development-bhadrantenna is
being considered currently. In addition to thanpackapplications on the ground, the BCA and

IFA are planned for use in current UAV and aircraft applications.

3.4 Millimeter-Wave Antenna Technologies Summary
In summary, we presentédo antenna designs that would be of value and could support

smaller platform communications and operational ground users in tactical sisuatio
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Stowable
“‘Bunker”

Figure 3.28. PenCap Air & Bunker Antenna Prototypes

The mmW antenna design optionsyhere the preliminary antenna geometries,
configurationsanalyses, and measurementye described demonstrating that the designs would
meet the systemequirements. Thishapterfurther detaileddifferent antenn@eometry options
IFA and BCA. In comparisonhe BCA geometryhasbetter gain performance over tbeverage
andcan supporK-band primary communications, but also supports secondary communications
required at Ku and khands due to its wideband characterisiiteese mmW antenna designs and
prototypeswill ultimately be used as enablers to suppartvivable communications severgy

challengedenvironments for future operatioasd tactical missions
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Chapter 4High-Band Antenndesigrs for Comnunicatiors at the Halt

This chapterwill describe a novel antenna design that improves soldier communications
while stationary to be used when soldiers are in remote, fixed locations and intendfty teage
amounts of data. The innovative and diverse reflector antenna design makes communications
possible with future % generation aircraft and long range backhaul operational semsarga
lightweight, highly capable reflector antenna tbah operate across multiple frequency bands.
This work was published in the pe®viewed IEEE technical conference as naned].

4.1 Portable, High-Band Antennas Background

An innovative, easy to deploy, ruggedizdijhtweight QuadBand Petal Reflector
Antenna (QPRA) has been designed and developed to providebdmghfull duplex (FD)
communications at kKibandTX, Ku-bandRX, K-bandRX, and KabandTX operations. The
QPRA design supportsD operation and RHCP for 1414.83 GHz (Rx) and 15.185.35 GHz
(TX) with 24.4 dBi directivity, and K/Kdbands at 20-21.2 GHz RX) and 3031 GHz {X) with
switchable RHCP and Lefand Circular Polarization (LHCP) with 35.8 dBi directivity abikind
and 37.2 dBi directivity at Kkand. The QPRA can be integrated witlghtweight COTS gimbal
and a small tripod to provide beam scanning efo€ in elevation and 360n azimuth. High-
band communications options are essential for dexterity, diversity and tactfullyggadvantage
in some geographic locations. Personnel on the ground require advanced antenna technologies,
such ashe novel QPRA, that can béntegrated with emerging software defined radio
communication devices to provide high capacity @&TH as shown irFigure 4.1 Currently,
there are a great number of high bandwidth applications that the QPRA could be used with, to

include distribution of data, video and commercial command and co(@®) or data
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dissemination, or surrogate communications system should control towers be compromised, e.g.,

national disaster scenario.

M Los

Airliner Comms

BLOS Satellite
Comms

— /

Control
Tower

Quad-band
Reflector Antenna

Figure 4.1. Diagram showing theQuadBand Reflector Antenna Communications Capability

This chapterpresents the technical description for a n€@@BRA [58] that will function
simultaneously at four discrete and independent frequency bands. This solution replaces
commonly used phased array options with more than 5,000 combined elements and is an order of
magnitude cheaper (approximately 30 times), and hgimjweight Fundamental key components
that the QPRA is comprised of include its cqumeahd feed having more than actavebandwidth,

a subreflector supported by the feed cone, petal reflector where the main reflect@tsonsix
petals that can be readily and easily assembled / dissembled for communicatichsparulvi
polarizer, two quadruplexes (one for each polarization) that separate thefuarcy bands with
sufficient isolation to avoid signal reduction, a COTS gimbal that can position dne deer a
hemispherical coverage, and a tripod for mating the asedmhtenna to for ground operations.

A major benefit to the QPRA design is that most of the components are ebheraBufactured
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or COTS parts which reduce the overall size, weight, and cost per unit. Se2taiil describe

the QPRA system design agection4.3 will present the feed assembly design, in addition to
measured radiation patterns and return loss for the feed assembly obtained through anechoic
chamber performance testing. SectibAd describes the quadruplexer design to include the
topolagy and overall geometry of the unit. Return loss measurements are also pregettted fo

two fabricated quadruplexer units and compared with simulations to gage perfarm@acgon

4.5 provides the reflector antenna performance by presenting measured performancelbyf the f
integrated QPRA system.

4.2 PetalReflector Antenna Design

The QPRA assembly is shownRkigure4.2 The main components of QPRA are a 15" dia.
main reflector, a subeflector supported by the feed using a conical radome, a feed assembly
comprising a wideband ridged horn, a wideband polarizer, two quadruplexeraxisM8OTS
gimbal and a tripod structure to mount the antenna assembly and the gimbal on forrsgipporti
ground operationsThe reflector uses a small fodahgth to diameter rati@~/D) of 0.21 in order
to keep the antenna overaike very compact. The reflector design,-seftector surface profile
optimization and RF analysis were performed using TICRA’'s GRASP commeudfiatare
package. GRASP is a very efficient tool which uses physical optics to accuraiist PRA
radidion patterns. The main reflector is made of 6 identical petals compriséast€ grexolite)
with metal coating on the top of the reflecting surface. The petal geometry is shbigare 4.3
The petals have an adjacent gap of 0.1” so that they can be easily inserted into a cooutaon ci
mounting structure in the field when the soldier is stationary and easily ang nagmidived and
stored in a carrying case when the soldseds to roamAnalysis was performed to show that the

gap between the petals would have minimal impact to performance over all frequedsyTiae
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overall size of the QPRA in its assembled state is 15” dia. with height adgusiad0” and the
overall mass isipproximatelyl6 Ibs so that the soldier can carry it effortlessly in the battlefield.
The antenna can scan ovef @D elevation plane and 36@h azimuth plane using the COTS 2
axis gimbal procured from FLIR (model PTU/5). It is mounted on a carbon fiber tripotusgruc
which is a COTS part procured from K&F Concept. The main advantages and novelsfeditur

the QPRA when compared to convendbphased arrays are:
X Single quadiand petal reflector antenna instead of four separate phased array antennas
x 5 dB gain advantage due to avoidance of scan loss through the use of gimbal mechanisms
X One wideband horn element compared to 5,000 elements required for four phased arrays
x 3-D manufactured parts and COTS items to reduce cost and delivery schedule
x Lower DC and dissipated power by a factor of 4, and

X 6 times lighter than conventional phased arrays

Figure 4.2. Geometry of the QPRA (Left) and Gimbal Mechanism (Right)
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(b) (c)
Figure 4.3. Petal ReflectorAntenna Design Details (a) Petal Reflector with 6 Petals, (b) One
Petal in Circular Mounting Structure, and (c) View of Locking Feature of the Petal to
Mounting Structure

4.3 Feed Assembly

The feed assembly includes a wideband eudgkd horn with 73% bandwidth, a matching
section and an OMT to generate two orthogoiraar polarizationports The two linear
polarization ports are connected to a COTS hybrid coupler to generate RHCP and grel$ si
The twocircular polarizationCP) ports are connected to two quadruplexers using two 2.92 mm
coaxial RF cables. The quagblexers separate the four frequency bands with sufficient isolation
among themEigure 4.4shows the geometry of the horn assembly. The horn performance has been
analyzed using the CST software. Measured return loss of the horn is shBigarim 4.5 and
compared with simulation results over the 14 GHz to 31 GHz frequency range. The agreement i

reasonably gooth spiteof the increased dimensional tolerances due@on3anufacturing of the
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horn using AISiMg metal alloy. The return loss measured is better than 10 dB at both the
orthogonal LP ports of the horn. The measured isolation performance between theswb thert

feed assembly is shown kigure 4.6and compared with simulations. The isolation is better than
30 dB mostly with the woratase value of 28 dB at 30 GHz. Good agreement has been achieved
between the two even with the increased tolerances associatedivitteBufacturing othe feed

assembly.
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Figure 4.5. Return Loss of the QuadRidge Horn and Transition at Orthogonal Ports
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Figure 4.6. Isolation Performance betweenOrthogonal Ports ofthe QuadRidged Horn

The radiation patterns of the feed assembly have been measured in an anechac chamb
using a source horn and compared with simulated reaufigure 4.7 td-igure4.10at 144 GHz,

15.15 GHz, 20.2 GHz and 30.0 GHz, respectivelypGlar and crospolar radiation patterns are
VKRZQ L@ p&ne in the plots. The horn patterns are well behaved over hameottave
bandwidth and the agreement between measurements and simulations is exceléeossploéar
patterns also agree well, and the differences are due to manufactured tolerances.

The sub-reflector is supported by a foam radome machined out of a solid pizeecoél
Plastics Dielectric Foam, RE203 which is typically used for radome applications. The foam
radomeand quad ridge feed aamalysedn CST, to include the performance impact of the foam
radome support. The data from the CST simulations of the feed horn and foam radome is then
used together with the subflector and main reflector geometrical profiles in the GRASP
simulation to predict final performance of the QPRA. The horn, radome support aredlsotor

assembly are depicteéa Figure 4.11.
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Figure 4.7. Radiation Patterns of the QuaeRidged Horn at 14.4 GHz
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‘/ Sub Reflector

Feed Horn

Figure 4.11. Subreflector and Feed Horn Assembled with Foam Radome Structure

4.4 Quadruplexer Design
A pair of quadruplexers are required to interface between each of the hegaral CP
ports of the antenna feed and the fR chainsper polarization within thenanpack Primary
design drivers are the very wide total bandwidth that must be supported within the coatioani
system, and the highower handlingrequirement, that makes the microstrip implementation
undesirable. Low insertion loss and high isolation among the frequency bands, as wethassow
are other key design drivers. The design criticality is to achieve high isolatiorebetveeclosely

spaced Ku Rx and Ku Tx frequency bands with 2.15% band separation between the two.

The topology arrived at consists of a cascade of three diplexers as shéiguré4.12 A
custom waveguide with reduced width and height custom has been selected as the internal
transmission line media to minimize the occurrence of higher order mode propagéthin the
structure. This waveguide allows TE10 to propagate at the lowest frequency (14 @n@tditpws
only the TE20 mode to propagate at the highest frequency band (31 GHz). Excitation of this mode
can be avoided using a sitteside symmetric structure throughout the device, which has the
additional benefit of simplifying the electromagnetic model for computational asabse
optimization. Diplexerl consists of a enff waveguide, with reduced waveguide dimensions,

selected to pass the TE10 mode at-Z1L.2 GHz, which extracts the K band at a tee junctiafewh
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a corrugated low pass structure passes théddfas through to the next diplexer. Diplexer3
consists of a pair of traditional narrow bandpass inductive iris cavity filtéhs @poles for low

band and 7 poles for the high band, to achieve high adjacent band rejection.

30-31 GHz 20.2-21.2 GHz 14.4-14.83 GHz
2.92mm coax 2.92mm coax 2.92mm coax

Common Port, 15.15-15.35 GHz
2.92mm coax 2.92mm coax
: , ~14-16 GHz .
[ Diplexerl Diplexer2 Diplexer3
J1

Figure 4.12. Layout of the QuadruplexefTopology

All three diplexers were designed using Microwave Wizard, a commerciavageft
package developed for the design of complex waveguide components using mode matching,
boundary contour mode matching, 2D Finite Element Method, 3D Finite Element Methodg and th
efficient cascading and intermixing of all of these electromagnetic techniqueslldws the user
the most efficient method to simulate each element of a circuit, minimizing computation time.
Additionally, Diplexer3 was optimized using an aaolalfilter optimization package, Equal Ripple
Optimization, by DGS Associates, which is a highly efficient optimizer develspecifically for
filters. The combination of Microwave Wizard and Equal Ripple Optimizer hasproery
effective and efficient for theaesdign of tuning-less filters, diplexer, and multiplexers.

The three diplexers were designed independently first, and then cascaded witmonly mi
optimization of connection lengths to improve the return loss. One end launcher and four side
launcher oaxial connector transitions were designed using Microwave Wizard and then edegrat
into the package. Southwest Microwave Inc 2.92 mm thire&tl-Rel connectors were selected

for this prototype. The quadruplexer was precision CNC machined fromTe®@@&luminum in
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two hdvesto create a sphblock / clamshell construction, with no provision or need for tuning
screws. The diplexers are laid out such that they can be parted at the waveguiderertdine

to reduce RF leakage. The quadruplexer design layout and the fabricated harewshoavarin

Figure 4.13 and Figure 4.1dspectively.

[l {2004 } |
o © O @
— 1832 — |
h M o © o
oo @0 0 (247)
HD [543 d- oo o000 © o0 o
99 0g® © © © © © ©
-—I—hm}

Figure 4.13. Quadruplexer GeometryLayout

Figure 4.14. Quadruplexer Fabricated Unit
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The return loss of the quadruplexer has been measured and compared with simulated results
and is depicted ifrigure 4.15 The measured results match weilh simulations and return loss
specification of 15 dB is met at all the four bands with margin. A high isolation of > 40 dB is
achieved among the frequency barklgure 4.16shows the measured passband characteristics at
30 GHz band and the isolation achieved at Ku Rx, Ku Tx and K Rx bands. Isolation of better than
65 dB at kband and better than 80 dB has been accomplished for the quadruplexerssitarul
at Ka. Isolation performance for the Ku Tx passband at other three bands is slogumerd.17.
Insertion loss has been measured at all four bands and the results ackiplBttpire 4.18.
Measured insertion loss is 0.8 dB, 0.9 dB, 0.5 dB and 0.5 dB-8&u-Tx, K Rx and Ka Tx
frequency bands respectively. Insertion loss is higher at the twmaKds due to close proximity
of the two Kuband frequencies. Two units of quadruplelrave been fabricated and tested. All

requirements have been met for the two prototype quadruplexers.

Return Loss

-Simulated Returm Loss
Measured SNODT 511
—— Measured SNODZ 511
—nEp

14,2 i6.2 182 20,2 i 24,2 26,2 2B.2 30,2 322
Frequency {GHz)

Figure 4.15. Measured Return Loss Performance of the Quadruplexer
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Figure 4.16. Measured Isolation of the 30 GHz Passband over Three Other Bands
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Figure 4.17. Measured Isolation of the 15 GHz Passband over Three Other Bands
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Figure 4.18. Measured Isolation Loss of the Quadruplexer at the Four Bands
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4.5 Antenna Performance
Measuredadiation patterns of the QPRA are shown in Figure 4.19 through Figurat4.22

Ku Rx, Ku Tx, K Rx and Ka Tx bands respectively.

Patterns 14.4 GHz

4{] 4
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20 4
° 10 -
o
—— Simulated Co 45
-10 = = = Measured Co 45
] e X0l 45
=20 = = = Measured P 45
=10 -5 0 5 10
Freq (GHz)
Figure 4.19. Radiation Patterns at 14.4 GHz
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Figure 4.20. Radiation Patterns at 15.15 GHz
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Patterns 20.2 GHz
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Figure 4.21. Radiation Patterns at 20.2 GHz
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Figure 4.22. Radiation Patterns at 30.0 GHz
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Detailed loss budget and antenna gain performance is summarizadlé®#.1 The loss
budget includes feed assembly loss, quadruplexer loss, cable loss, surface RMShkssait t
reflector and sudpeflector, and thermal distortion loss. The total loss is subtracted from the
measured antenna directivity to obtain the antenna. ddeasured antenna gain meets the

requirements with margin at all four frequency bands.

Table4.1.MeasuredGain / Loss Budget oQuadband Petal Reflector Antenna

Frequency, GHz 14.4 ]15.15 20.2 [30.0
Peak Gain Measured 30.15 |31.71 [34.32 [36.06

Antenna Losses

Cable Loss 2t -1.12 |-1.12 |-1.22 |-1.44
QuadPlexer Loss -0.79 |-0.87 |-0.43 -0.42
Feed System Losses -1.91 |-1.99 [-1.65 |-1.86
Antenna Assembly

Loss at ambient -1.91 |-1.99 | -1.65| -1.86

Feed Loss at 48 -0.15 |-0.15 |-0.15 [-0.15
Loss due to thermal distortior-0.027|-0.027 |-0.084|-0.117
Random Errors (RSS) -0.15 |-0.15 |-0.17 |-0.19
Total Antenna Loss, dB -2.06 |-2.15 |-1.82 |-2.05

Antenna Peak Gain, dB 28.08 |29.56 |32.50 |34.00

4.6 High-Band Antennas for Comms at the Halt Summary
This chapterpresentedievelopment results of a novel QPRA for soldiers on the ground
communicating with other aircraft in hostile situatiosetellitesand command headquarters, and
is intended to support higtapacity CATH. The antenna has more than an octave bandwidth
enaling it to operate simultaneously at four frequency bands; KuyiXTX, K RX and Ka TX.
A single QPRA replaces conventional design using four phased arrays, one for each bang, reduc

the cost, mass, and production schedule significantly. The fabrematexina has been tested, and
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measured results agree well with simulations, and it meets alygtemrequirements with
margin. The antenna beams are scanned over the hemispherical coverage region TSing CO
gimbals.One advantage is that there is no doas associated with beam scanning unlike phased
arrays. Key aspects of the anteml@signincluding low mass, loveost, ease of deployment and
stowage, combined with significantly higher gain, have been successfully demonsthased. T
antenna will be fikel-tested in 2022 and later will be produced with thousands of units for ground

applications with an emphasis on expeditious deployment in the battlefield.
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Chapter 5FutureManpackMultifunction Software Defined Radio

This chapteseeks to describe a future manpack SDR that was designed to support multiple
missions (groundo-squad conversations, groutwair conversations, and BLOS groutdd
satelliteto-headquarters conversations) while minimizing SWARis flexible, reconfiguable,
scalable manpack SDR can be inherently paired with the mmW (re@éiaqater 3 and highband
(refer toChapter 4 antenna technologies for supporting both COTM and CATH operaiibiss.

work is planned to be published in the pemriewed IEEE technical conference as nategé].

5.1 ManpackSDR Background

Communications are indispensable for warfightexterity, diversity and gaining
advantage over adversarial detectors and interference. Military ground operataes peoyen
tactical multifunction SDRs with integrated antentwagrovide high capacity, protected at the halt
communications with futer Intelligence, Surveillance and Reconnaissance (ISR) platforms and
Department of Defese (DoD) Geosynchronous Earth Orbit (GEO) satellites, and low capacity, on
the move communications for survivability and immediate air support. Advanced ISR it@sabil
provide an inherent benefit to friendly forces through SA, knowledge of the advershry a
environment, and condensing the duration between sensing enemy forces and responding to them
through advanced weapon targeting systefigure 5.1shows an operational view for how the
emplaced environment that the future tactmahpackSDR will reside in supporting an emplaced
near peer scenario with dispersedueblforce teams to provide local, air, and BLOS
communications. Here, high bandwidth applications that can be supported with the directional
antenna to provide the distribution of biodata, video, time sensitive data discovered on high value

targets, and sjp&al force target collection data.
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In this chapter we will provide a background into what spawned the design and
development of the tacticahanpackmultifunction SDR andwe will provide a technical
description of the SDR to include its discriminating antenna technologies thatadniers for
communications. Additionally, prototype designs of supporting original antenna technologies will
be summarized to facilitate empowering communications between key operatisets. Finally,

a tesing roadmap will be outlined for future-design and manufacturing improvements.

Aircraft 4 Satellite

HQ Kkﬂf

Figure 5.1. Future Tactical ManpackRadio Operational Boundary

The tacticamanpackSDR will enable small unit tacticaperations to persist under diverse
electronic warfare conditions by developing an integrated communications systeewimqgot
local, airborne, and readfack communications from exploitation and denial. This is necessary,
as United States (U.S.) forcesve grown increasing effective at using small tactical unit
operations to perform a multitude of missions ranging from communications, data@o|land
strike operations. However, these forward units often find themselves operating ioxinaitgr
nea adversarial forces which attempt to degrade or deny communications betwediomglera
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platforms or units. These information exchanges are vital to protect, and as such, @dtitaie
manpackSDR integrated with advanced antenna technologies has been developed.
5.2 ManpackMultifunction Radio Description

Physical and design specifications for the tactmahpackSDR are presented ifable
5.1. In addition to the physical requirements, thmanpackradios and associated antenna
technology must be lowost such that they can be expendable if needed, and mass produced for
small tactichunit operationsFigure 5.2provides a depiction of the emerging tacticenpack
radio prototype. Connectors are shown for attaching instrumental antenna technologies and a
engineering graphic user interface (GUI) / display.

The manpaclSDR also supports a full gamut of frequency bands includitig, UHF, L,
S, Ku, K, and Kebands which enable the selection of exclusive waveforms dependent on intended
communicant, environment, and need. This techm@apackradio solution will allow, through
configuration, the support of multiple waveforms simultaneotgsfgcilitate communications for

different operational missions.

Table5.1.Physical Radio Specifications
Requirements Parameter

X 7.97(h)x8.4”(w)x2.8"(t) (w/o battery)

1| Size X 12.0"(h)x8.4"(W)x2.8"(t) (w/ battery)

. X 9.7 Ibs (w/o battery)
2 Weight x 14.1 Ibs (w/ battery)
3 Power x 80 Watts at high duty cycle

' X Operating Temperature20°C to 51°C
4 Environment x Vibration, Shock, Sand, Dust & Humidity 1AV

(Designed to) MIL -STD-810G
x EMI/EMC IAW MIL-STD-461F
_ x Battery harness to convert from MBITR to B

5 Accessories 5590 or vehicle power / wall power

ATAK
x Dual voice interface headset

X

(Designed for compatibility)
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Figure 5.2. Future Tactical ManpackRadio. (Left) With Battery Housing (Right) Radio and
COTM Antennas

5.3 Enabling Antenna Technologies

Advanced antenna technologies that can easily be integrated withatigackSDR are
critical to highcapacity communications both on the move and at the halt dependent on the
operator situation. I€hapter 3theBunkerantenna where widangle coverage is provided with
this deployable antenna was described. Through continuous technical engagements with operator
endusers, the finaljghtweightdesign was conceived as showrkigure 5.3 Measured radiation
patterns across the supporting frequencies were also obtained for the six prototype antennas
manufactured. Adtlonally, Figure 5.3depicts areasy to deploy, ruggedizedyhtweight Quad
Band Petal Reflector Antenna (QPRA). This antenna has been developed to prowibiankigh
full duplex communications at Koband TX, Ku-band RX, K-band R, and Kaband TX

operations. Measured test results for antenna performance are documetiteghter 4. Other
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commercial antennas are available to integrate with the radio to suppart¥Fand L/Sband

frequencies.

Folded Configuration

-~ 27 g

Unfolded Configuration

-

ctor Antenna Bottom)

e i
i

Figure 5.3. Bunker Antenna (Top) & Solid Refle
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5.4 Tactical ManpaclSDR Summary

A novel tactical multifunction SDR coupled with innovative antenna technologies that ca
be used for multiple missionwas presentedVulnerability to sophisticated detectors and
interference has facilitated the necessity for such a compacipackradio. Unique antennas,
extending from higiband directional subeflector technologies and wideband ordirectional
antennas integrated with theanpackenable multifacet communications which strengthen our
tactical relevancy.

Future work planned for theanpackSDR post development is to conduct ethe-air
testing of the radio for selected military waveforms. The testing will invbl@tototype systems,
dynamic environments, and redF conditions to fully characterize the performance of the
waveforms gercised in an operationally relevant environment in July 2022. Upon completion of
the overthe-air manpacktesting, a flight demonstration will be performed in the Georgetown
Delaware local in December 28, where a ground baseganpackwill communicate with an
aircraft at high speeds to exchange critical information; this will showcase tlienmasion

capability of the manpack multifunction SDR and overall benefits to the armed forces.

83



Chapter 6CognitiveAntennas for Space Network#eroperability

This chapter seeks to provide technical design parameters required for -facetdd,
multi-domain phased array that can be used to support-bpaed communications to multiple
destinations (other satellites alaggegroundbased netorks). Additionally, it presents a way to
improve phased arragchnologyby adding cognitiomo optimize communications. This work was
published in the peeeviewed IEEE technical conference as noted[@)y and describes
revolutionaryCAs for not only space networks interoperability, but compatibility as well.

6.1 Cognitive Antenna Background

A CA is the empowering frorénd of a cognitive communications systgdCS) and essential
for future space networks compatibility. The differences between ghlaassys, reconfigurable
antennas, smart antennas, and CAs are prowd&dble6.1. In this description, phased arrays
produce an electronically scanned beam based on constructive and destrterfierence patterns
generated by adjustable delay devices associated with each radib®aimay. Individual deje
are programmed by a remote beam steering controller that derives attitlpeinting information
from S/C available information. Reconfigurable (Reconf.) antennas are capable ohidgiha
adjusting frequency, radiation pattern, or polarizationrgvarsible manner, using some integrated
mechanism to modify current distribution across the aperturem#&rt antenna is an array that
utilizes signal processing algorithms to identify spatial inforomeguch as the directional of arrival
to autonomouslgalculate beamformer vectors to locate targets. A CA is an environipentalre
antenna that can dynamically allocate bandwidth and/or adjust beamodirantl directivity,
equivalent isotropic radiated power (EIRP), provide beam nullingteeoptimie spectral, spatial,
and temporal resources to complement CR technology. The CA is contjnieamsing about the

environment through experiences gained from collaborative interadtam users, resources, and
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the environment, to emulate the Bloom’sxdaomy paradignj59], inspired from humaitower
order thinking to remember, understand and apply changes based on awarenessy categor

information, and pattern recognition.

Table6.1.Cognitive Antenna vs. Legacy Antenna Technologies

Capability Phased Reconfig. Smart Cognitive
Array Antenna Antenna Antenna

Adjust radiation pattern to increase gain or insert null

Beam steer to track target while in relative motion
Ability to change frequencies of operation

Estimate direction of arrival (DOA) of received signal
Learn and exploit spatial and spectral configurations
Detect antenna faults and optimize antenna pattern(s)

Incorporate spacecraft dynamics into optimization calculations

Interact with cognitive radio to jointly optimize system performance ----

Legend

@ Achieves Capability © Sometimes Achieves Capability @ Does not have Capability

6.2 Cognitive Antenna System Requirements
This section describes the scenario development, dnemgjrementsnd its operational
view with information data flow exchange expected amongst users. It alsdgg@viook into the
M&S&A conducted to understand what expected EIRP the antenna needs to provide.
There are a number of high-level system requirements for future space QAssyste
systenrequirementsre categorizeds shown inmrable6.2and areessential irdesigninga future
CA relay system.

Table 6.2.Cognitive AntennaRequirements Summary

No. Category System Requirement

1 Frequency The Cognitive Antenna shall operate anywhere from 18 GHz to
GHz.

2 Bandwidth The Cognitive Antenna shall have an adjustable bandwidth from
MHz to 200 MHz.

3 Beamwidth The Cognitive Antenna shall support an arbitrary beamwidth for
variable data rates.
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No. Category System Requirement

4 Coverage The Cognitive Antenna shall provide Hemispherical coverage.

5 Beams The Cognitive Antenna shall support at least four (4) independe
beams.

6 EIRP The Cognitive Antenna shall support variable EIRP dependent ¢
usecase applications.

7 Nulling The Cognitive Antenna shall provide directional nulling to minim
interference.

8 Power The Cognitive Antenna shall support low power per channel, e.g
<500 mW where feasible.

9 Interoperability | The Cognitive Antenna shall be interactive with a Cognitive Rad

6.3 Operational View
With the addition of a CA, it provides an opportunity for enhanced network connectivity
and performance through complementary interference mitigation and link optimization
capabilitiesFigure 6.1below provides an expected operational use oClhet LEO acting as a

relay node between various resources, to include Commercial and DoD spac&setwor

1SS Ka-Band Fwd / Rtn Links
. MILSAT (GEO) Telesat Fwd / Rtn Links

WGS Fwd / Rtn Links
03b Fwd / Rtn Links
Inter-Gateway Links

Commercial
(LEO 1) &

. Cognitive ,
Smallsat (LEO) B¢ PR

, —/’/‘ et e, % (LEO 2)

S _@” MILSAT '-\{'1"'7'"& (LEO 2) .’&r-
" Gateway i T 5
Commercial 271 V. i eGateway ‘\._

r

(LEO 1) Gateway

Figure 6.1. Cognitive Antenna Operational View for LEO Relay
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An example usease thread fdnterference Mitigatiomusing the CA is shown below to signify

the importance of the use and its innovative offerings.

1.

2.

ISS transmits science data to CA Smallsat (LEO) for forwarding to NASA N&kiway.
CA receives ISS science data with sufficient link margin for healthy aonwations.
Interferer begins transmitting within CReceive Rx) channel / Rx beam disrupting ISS
<-> CA communications and impairing NASA data collection efforts.
CA sense / characterizes interference and optimizes antenna parameters<or (35
link while providing beam nulling in direction of interferer. CA learto implement
optimal configuration for future flybys of interferer and other similar intergerer
NASA mission experiences improved science data collection rates.

6.4 Modeling & Simulation & Analysis

M&S&A was conducted to understand the array design constraints. Analysis performed

evaluated (5) primary NASA services at varying data rat&ghat Ifcondition was applied to the

Margin set to 2 dB to derive the required Terminal EIRP to close the communscitioat the

specified ranges between each nodaetthe LEO Satellite Relay to Ground, LEO Satellite Relay

to Communication GEO Satellite, and LEO Satellite Relay to Communication LEO Satedlite

use cases presented. The consensus of the analysis was that the resuftalegoesato those

complete&l by NASA for Lunar missions.
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LEO Satellite Relay to Ground Sample

LEO Sat to Ground LEO Sat to Ground
ITEM LINK PARAMETER Value Value
1|Terminal EIRP dBW 201 331
2|Free Space Path Loss dB 202.65 202 .85
3|Frequency Hz 2 T0E+11 2 7T0E+11
4|Speed of Light m/'s 3.00E+08 3 D0E+08
5|Range nmi B647.9 647.9
B|Atmosphenc Loss dB 2.0 2.0
7|Weather Loss dB 0.0 0.0
8[Scintillation Loss dB 00 0.0
9|Propogation Loss dB 204 65 204 65
10|System G/T dB/K 460 460
11|Boltzmann's Constant dBW/K-Hz 2286 -2286
12|Single Link Received C/N, dBHz 90.0 103.0
13|Information Bit Rate dB-bits/s 8.00E+01 9 30E+01
14|lmplementation Loss dB 0.0 0.0
15|Required Ey/Ny dB 80 8.0
16|Required C/N, dBHz 88.0 101.0
17 |(Margin for Up / Downlink (Clear Sky) dB 2.00 2.00
Figure 6.2. LEO Satellite Relay to Ground Link Budget Analysis
LEO Satellite Relay to Comm GEO Satellite Sample
LEOQ Sat to Comm LEO LEO 8at to Comm LEQ LED Sat to Comm LEO LEO Sat to CommLEQ
ITEM LINK PARAMETER UNITS Value Value Value Value
1{Temmind ERP dBW 123 22 262 3.2
2|Free Space Pah Loss dB 187.12 147 121 1497121 19712
3|Frequency Hr 1.85E+11 1 856+11 185611 1.85E+11
4|Speed of Light mis J00E0] 0008 300E08 J00E+H
5|Range i 500.0] 500 500 50
6| Amosphenic Loss dB 20| 20 20 2
7|Weaher Loss dB 1}.0| 00 00 0
8|Scinlizon Loss dB 04 00 00 0
9|Propogaion Loss dB 184 12 199121 199121 19612
10|Sysiem GT dB/k 149 149 149 149
11|Baizmann’s Constant dBWA-H] -2 § 185 285 -2 §|
12|Single Link Received ON, dB-H Lt 6.6/ 736 84
13| Informaion Bil Rae dB-hisls 5.00E+1 6.00E01 6.70E:01 7TE+
14| mplemeniaion Loss dB 00 00 00 0
15|Fequied EJN, dB 46 46 46 46
16|Fequied 0N dB-H B 64.6 718 814
17|Margin for Lp / Cownlink (Clear Sky)  |dB 200 200 200 200

Figure 6.3. LEO Satellite Relay to Comm GEO Satellite Link Budget Analysis
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LEO Satellite Relay to Comm LEQO Satellite Sample

LEQ Satto Comm GEO  LEQ Satto Comm GEO  LEQSatto CommGEQ  LEO Satto Comm GED
LINK PARAMETER Value Value Value Value
1[Terminal EIRP dBW 132 M9 284 17
2|Free Space Pah Loss dB 191.00 191.00) 191.00 191.00
J|Frequency H 3.05EH0) 3.05E+10 J05EHD 3.05E+10)
4{8peed of Light m's J.00E+08 J00E+08 J00E08 J.00E+08
5|Range nmi 1500 0) 1500.0) 15000 1500.0
B|Amosphenc Loss B 11 10 10 10
T|Weakher Loss dB 00 0.0 00 00
8|Scintilation Loss dB 21 20 20 20)
9|Propogafion Loss dB 19400 194.00) 194 00 194 .00
10Sysiem GIT dBik L] 24 34 24
11|Bolizmann's Constant dBW/k-Ha 220 B 788 2288 2288
12|Single Link Received G, iB-He 5.2 679 74 817
13|Informafion Bit Rate dB-bitsls 5.00E+01 8 00E+1 B TOE={1 7.T0E+{1
14|Imglementalion Loss dB 0.0 0.0, 00 00
15|Required E/N; dB 43 59 24 27
16|Required CN; dB-He M2 659 894 197
17|Mamin for Lp / Downlink (Ciear Sky) dB 200 200 200 200

Figure 6.4. LEO Satellite Relay to Comm LEO Satellite Link Budget Analysis

The results of this analysis are summarizetahle6.3.

Table6.3. Analysis Results Drive Array Design

No. Service Min Data | Max Data Min Max Data Type
Rate Rate Analysis Analysis
EIRP EIRP

1 LEO Relay Various
Satellite Direct | 100 Mbps | 2 Gbps 20.1 dBW 33.1 dBW Data
to Ground

2 LEO Relay Telemetry
Satelliteto | 150 1hns | 1 Mbps | 122dBW | 22.2dBw | PA®R
Commercial
LEO Satellite

3 LEO Relay Science
Sateliteto | 5 \ios |50 Mbps | 20.2dBW | 39.2dBw | D28
Commercial
LEO Satellite

4 LEO Relay Telemetry
?Stégtﬁrt?/ves 100 kbps | 1Mbps | 132dBW | 24.9dBw |P3®@
GEO

5 LEO Relay Science
e 0 g 5Mbps |50 Mbps | 28.4dBwW | 38.7dBw | D2
GEO
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The antenna design using this analysis needs to be designed to supporsticaseEIRP
shown which is equivalent to 40 dBW. Using a straightforward calculation for scan losth&om
minimum to maximum frequencies that the CA technology will need ppat; the antenna
element quantity can be computed. The assumptiongdble 6.4 useda known hardware
architecture that has a design for power angl{fiA) transmit power of 16.5 dBm and an average
power added efficiency (PAE) of 40%.

Table6.4.Element Count for Design

Element Count

1 18 GHz EIRP @ boresighdBW) -5.0 1.0 7.0 13.0
2 33 GHz EIRP @ boresight (dBW) 24.5 30.5 36.5 43.0
3 18 GHz EIRP @ 35 deg scan (dBW) -6.2 -0.2 5.8 11.8
4 33 GHz EIRP @ 35 deg scan (dBW) 23.3 29.3 35.3 41.3
5 18 GHz EIRP @ 70 deg scan (dBW) -11.5 -5.5 0.5 6.5

6 33 GHz EIRP @ 70 deg scaiiBW) 18.0 24.0 30.0 36.0
7 Power Consumption (W) 25.5 51.0 102.0 | 204.0

In reviewing this assessment, the total number of antenna elements requiredhtthebta
level of requireddgrminal EIRP to support the NASA mission812 This is an important analysis,
as it will allow us to conduct comparison for the total number of elements for each selected
hardware option as part of tkA hardware architecture trade evaluatiothefuture

6.5 CognitiveSystem ControlleArchitecture

The cognitive system controll@€SC)architecture is defined to leverage the architecture
of a distributed Dynamic Spectrum Access (DSA) system. A distributed DStansyuses RF
sensing in the radio to gather and use spec&Ano dynamically select operating frequency. This

capability rundocally in each radio to rapidly recognize and resolve interfessar connect to
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previously undiscovered networksith different frequencies. Adaptation is constrained by

knowledge of spectrum regulations that are loaded into the radio to ensure compliardraperat

DSA was developed as@R function for use with simple antennas and the architecture can be

extended for use in @A by expanding the sensing capabilities to scan the frequency spectrum

over time, frequency, and direction.

The DSA sensor gpoach is enhanced to account for directionality by creating multiple

scanning functions across time, frequency, and both beamwidth and antenna pointing direction.

Example scan patterns include the following:

X

Continuous fixed beam(s), wideband scar point the antenna in a fixed direction and
scan across a defined wideband frequency range.

Fixed bandwidth, wide angle scan- configure the sensor for a defined frequency range
(up to the sensor single snapshot bandwidth) and sweep the antenna throughanbeoad r
of pointing angles.

Full bandwidth / angle scan— sense over both wide bandwidth and wide angles.
Custom prioritized scan pattern(s) — cycle through a list of bandwidth / pointing
directions.

Dedicated beam / timeshared beam-implement the scan as a dedicated function for an
individual antenna beam or tinshare the beam with other functions, such as demodulation
Interferometer-based sensing- use the sensor to determine the angle of arrival of a
detected signal

A CA will implement scan pattern selection for efficient scanning, and over time will

develop new scan patterns by modifying existing patterns and building new ones as it opérates a

learns about its operating environment. While sensing can be implemented asshatiede
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function with other functions such as demodulation, highly functi@#e will support multt

beam operation where one or more logical antenna beams can be usedtiimefdiédicated
sensing. Depending on mission requirements, the number of beams used for sensing and scanning
can be adaptively adjusted and placed under cognitive antenna control. For efficiatiboaed

ease of control, the multiple antenna beams should be fully independent from oneianethes

of supporting simultaneous tremit and receivéunctionality andtune frequency in addition to

the assumed independence of beam pattern and pointing direction.

DSA uses a sensaided frequency rendezvous capability for joining candidate
communications networks within range. For B4, the rendezvous capability is extended to
provide a function that identifies candid&emmercial and Gvernment (e.g., WGS) satelkte
that theCR can join.

For maximum compatibility to support different system components, the CognitivenSyste
assumeshe CA and itscontroller,and theCR and its controller can be all physically separated
from one another. For a physically separated antenna and radio, each with their own Gontrolle
there are four architecture combinations for where to place thecti€# controller andCR
controller as follows:

X Both controllers contained as part of (BA.

X Both controllers contained as part of (BB

X Split between antenna and radio with each controller near its controlled element
x External to both the antenna ane tladio

Figure 6.5depicts the last option in the list where both the CA and CR controllers are
separate from the CA and CR. The CA and the CR carbeggértitioned into lowevel and high

level tasks. The lovlevel tasks are items that are rapidly adaptive such as applying antenna
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element weights for beam steering, and beam nulling for the CA, adaptive modulatiadizgd c
and signal path routing ithe CR, as well as drivdike activities. Highlevel tasks operate over
broader sets of tasks which typically require greater amounts of external dalawIéeel tasks
are always placed close to the item they are controlling. This architecture aesdess of
Application Programming Interfaces (APIs) in the system defining communicatiawsdre

system elements.

Cognitive Antenna Beamsteerer Cognitive Radio
Phased Antenna Radio Software-
Array Controller Controller Defined
Antenna (Driver) (Driver) Radio
Antenna Radio
Control API Control API
¥ *Impact of separated resources highly

dependent on platform hardware resource
and interconnection bus architecture factors:
- power, mass, CPU, memory,

Cognitive API Cogniﬁve
Antenna »  Radio
Controller Controller

A

Cognitive System
Controller

*Coghnitive System Controller (CSC)

Option 1: Part of Cognitive Antenna

Option 2: Part of Cognitive Radio

Option 3: Split between Antenna and Radio

Option 4: External to Antenna and Radio (depicted in diagram)

Figure 6.5. Cognitive System Controller Architecture Options

Candidate functions for inclusion in t@A Controller include the following:
» Evaluate suitability of requests/commands from radio (e.g., consider imp84€ power
consumption).
» Decide on something to learn / optimize.
* Execute learning algorithm(s).
» Coadinate withCR Controller.
* Assess antenna health
» Compensate for poor antenna health.
* Manage use of available resources (e.g., maximum number of beams).
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» Scan (direction and frequency space).
— Identify signals (to connect to or avoid).
» Assessatmospheric environment (e.g., estimate whether there is rain fade).
Memory.
* When to turn on interference mitigation techniguéschnique selection, starting solution
hypothesis, etc.
» Beam steering to maximize SINR for near angle interference
Candidatdunctions for inclusion in th€R Controller include the following:
x Crosssystem routing.
x Decide on something to learn / optimize.
X Execute learning algorithm(s).
x Coordinate withCA Controller.
X Assess radio health
x Compensate for poor radio health.
X Manage assignment of available resources (e.g., map transceivers to beams)

The advantages and challenges of each CSC architecture option are summarized below in
Table6.5. The recommended architecture (marked by a * is to spl€&€ontroller and th€R
Controller to keep each controller with its corresponding device. This recommendadidven
primarily by a desire to be as radio agnostic as plesdr maximum compatibility for ease of
operation with a wide range of cognitive radio instantiations. Additionally, tthe imost intuitive
option that avoids major separations between a controller and its device. Coggdntbrals that

utilize ekements of both the CA and CR controller will netedaccount for any additional
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challenges that arise by having to work through an external interface between the CA and CR
controllers.

Table6.5. Advantageg Challenges of Cognitive System Controller Architecture Options

Architecture Advantages Challenges
CSC Contained in -Antenna functions located with -Radio functions separated
CA antenna. from radio

-CA could be standalone terminal and -Additional latency /

save system SWAP assuming backenc overhead for radio commands
could provide moderand AWG to reach radio

capability.

-Algorithms jointly optimizing radio anc

antenna parameters would have less

overhead during runtime (both

controllers on same processor).

CSC Contained in  -Radio functions located with radio. -Antenna functions separate
CR -Attractive when limited processing from antenna
resources available at antenna. -Additional latency /

-Algorithms jointly optimizing radio and overhead for antenna
antenna parameters would have less = commands to reach antenna
overhead during runtime (both

controllers on samprocessor)

*CSC Split -Antenna functions located with antenr -CA Controller and CR
Between CA and -Radio functions located with radio. Controller are separated
CR -Most intuitiveoption. -Algorithms jointly
-Allows ease of interoperability / optimizing antenna and radio
modularity with replaceable CRs and parameters would have
their CR Controllers additional interconnection
-CA Controller would be expected to  latency / overhead potentially
provide introspection data &xternal increasing runtime
CRhardware -Leads to increasedA
processing requirements
CSC External to | -Allows flexibility for additional -Antenna functions separate
Both CA and CR | processing resirce(s) for likely from antenna
computationally intensive tasks. -Radio functions separated
-Allows support for purposbuilt from radio
processing resources (e.g., -Requires additional
neuromorphic). processing resource and

-Algorithms jointly optimizing radio and hardware

antenna parameters would have less | -Additional latency /
overhead during runtime (both overhead for both antenna
controllers on samprocessor) and radio commands
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A discriminating advantage for using this architectural approach is that it minimizes
interconnection latency and overhead, which may potentially increase runtimejadotelsethe
antenna and radio controllers to adjust and tune their own parameters exclusively. The CA
controller would be expected to provide introspection data to extern&la@Rvare andvould
allow for ease of interoperability and modularity with replaceable CRs andréispective CR
controllers.

While aCA can have multiple independdmtams, &CR can have multiple independent
transceivers. Additionally, the sense/scan function will need its own recepegility. Though
not as complex as a full receiver, the sense receiver does require additionaipgarfabe digital
samples itreceives from the antenna. Since sense/scan is an antenna function, this receiver is
shown as being included as part of the CA. Nominally the Nth beam can be useddtscsens
This capability is depicted iRigure 6.6.If the number of desire sense/scan beams exceeds the
local resources on the CA, an available communications receiver capiogrammed to provide

this function.

Cognitive Antenna Cognitive Radio
S i
= ;| a
; Tt E
o ) :
5 i1+ | Transceiver 1 i
b Chain 2 i
: b 3
i b :
3 PY : Sense/Scan [ | ! '
o ! Receiver o ;
PY (Beam N) i ! !
v :

N

Figure 6.6. Cognitive Antenna with Multiple Beams Map to Multiple Transceiver Chains for
Communications with One or More Beams Dedicated for Sensing and Scanning Functions
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6.6 Antenna Functional Decomposition & Results
In this section, we will present the proposed antenna functional sequencing and the
rationale for applying machine learning techniques to specific antenna functions rfdessea
space networks interoperability and compatibilfigure 6.7shows the system defineshtenna
functions as planning and design, operations and management, monitoring, security, and fault
detection. Notably, the planning and design function will occur primarily prior to deployment of

the CA system, as well as in subsequent cognitive model updates.

Legend

Acquiring data sets [ centrol & Status (C&S)

& training of Dynamic resource allocation, [] pata
algorithms for element tuning & adjustment,
function use policy adaptation

Classify security
threats based off
known anomalies

and react

Refinement of data and
resource utilization data for
other functions, and
anomaly reporting

Fault identification
and classification

Figure 6.7. Antenna Function Sequence for Cognition

Using systemsngineering best practicd60], a tradeoff analysis was conducted to
evaluate which machine learnitechniques would be best suited for each antenna function given
the problem each function needed to solve. As a mechanism for differenietieen alternative
solutions, a set of quantifiable selection criteria was chosen thatesciata Set (sizeature,
and quality), Accuracy, Available Computation Time, and Urgency of Task to be performed. For
a given set of criteria, not all of them are equally important in determining thdl wadua of an
alternative for each function. Such differences ipanance areonsideredoy assigning each

criterion a weighting factor that magnifies the contribution of the most criticafiariteor the
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purposes of this tradeff analysis, the subjective value method was implemented to apply a
judgement of the relative utility of each criterion on a scale one through ten. asidesived
specifically for the CA spacapplication andnay vary dependent on intended applications. The
score assigned was then normalized using the linear maximization method for ailuple
weight trade methodology in accordance Wahh] using a benefit and costiteria as shown in

equations (6.6.1) and (6.6.2) respectively.

Benefit Criteria: JEE p—’;q_—hv (6.6.1)

Cost Criteria: JEE1 Fp—iol—hv (6.6.2)

By applying a normalization scheme, the total weighted score can be used to select the
optimal candidate algorithm to implement for each antenna function within the CMsyste

6.6.1 Planning & Design

The Planning and Design phase will be used to acquire data sets essential for training the
algorithms for functional use. Additionally, unknown faults or anomalies that are @ hate
the Monitoring function during operations will be provided for marasdessment anchn be
folded back into this phase for future cognitive model updates. The anomaly analysisenay a
serve an automated data curation capability for continuous trainisigujnprovided sufficient
computational resources given the substantially greater computational cost of rawiedy.tr
Here, Operations and Management resource allocation (a future target forveogukiniques)
function determines when to train and how much data to train on given the Monitoring function’s
provisioning and labelling of data.

6.6.2 Operations & Management

The Operations and Management function requires some flavor of reinforcemeimigjear

(RL) for action selection and parameter turning where there is no known correct[6@jpits
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an exampleise case, the CA must be capable ofise#ling.To do this, it must support reéime
operations by reconfiguring its beam pattern to optimize communications links, wheraadgor
training is completed during the Planning and Design phase by using simulated element
malfunctions. Additional live training may be enabled by the Monitoring function which can filte
data for underrepresented scenarios and opportunities for improved operationahfuncti

RL, despite its simplicity, is an effective algorithm in enhancing deep neurabnket
policies, and RL with large, not clearly defined state space can utilize Deew@rkl or Deep
Deterministic Policy Gradient (DDPG) algorithms amals been shown to attain human level
performance using deep neural network function approximations to estimate trevakie
function [63] Another advanced algorithm is Neural Architecture Search (NAS) with Rthw
is a gradienbased method for optimizing architectureg(,neural network metparameters such
as depth and layer sizandimplements a reward signal computed from the policy gradient to
update the recurrent netwdd4]. NAS with RL candetermine the best model architecture to use,
to make more accurate and timely decisions.

Some of the tradeff analysis considerations are the method for parameter selection for
fine-grained beamforming, steering nulling, and $&&lirg, where the data available is assumed
to be inputs from antenna elements and processed signals. Training is expected to occur in
simulation, training, and during live operations. Also, the Avail&@denputation Time refers to
computational cost when rumgj realtime using system resources, and Urgency of Task refers to
the speed to select an action or set of parameters when runnitigneeal he weighting factor
applied to the selection criteria was defined as 30% for Data Set, 30%dara&y, 20% for

Available Computation Time, and 20% for Urgency of Task.
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The results indicate a combination of DDPG with NAS should be the selaetehine
learning technique for the Operations and Management function. However, given that NAS
produces a sufficiently ojmtized model architecture in poeeployment training and is of higher

computational cost, additional training in-situ should only use DDPG.
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Figure 6.8. Operations & Management Results

6.6.3 Monitoring

The Monitoring function encapsulates the use of dimensionality reduction techniques to
extract features to serve otlienctions andletects anomalies that may be used in future training
and analysis. Dimensionality reduction transforms feato@ssd on relationships within the data
set. For the CA, this transformation will be applied on data across spatiallpudesdrelements
and at multiple time scales. A key benefit is the removal of additive noise comporments f
independently derived data measures. The Monitoring function data will contribute toi@yserat
and Management, Security, Fault Detection, and unknown anomaly detection. Anomalies are
identified as abnormalities, deviants, or outliers in the data observations. Algocidmsiderd

for supporting this function are Principle Component Analysis (PCA), Independent Component
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Analysis (ICA), and MultiScale Convolutional Recurrent Encod®coder (MSCRED)The
MSCRED performs anomaly detection and diagnosis in multivariate time sai@esuthere it first
constructs multscale (resolution) signature matrices to characterize multiple levels ofsteensy
statuses in different time steps. Subsequently, given the signature matrices, aticoalol
encoder is employed to encode the wsmmsor (time series) correlations and an attention based
Convolutional LongShort Term Memory (ConvLSTM) network can be developed to capture the
temporal patterns and serve as an input to the other functions. Based on tharfepturehich
encode the intesensor correlations and temporal information, a convolutional decoder is applied
to reconstruct the input signature matrices and the residual signature neatifedther utilized

to detect and diagnose anomal@s).

The data available is assumed to be any signal data, environmental data, and resource data,
where training is expected to use an initial data set required for definingatistotmation of
features. Some traddf analysis considerations are that neuesivork approaches with large, but
not at the scale oBig Datg training sets benefit from autoencoder feature extraction.
Autoencoders, and related sequential encddeoders, represent data within multiple hidden
layers, learning features by attempting to reconstruct the input data, effeldareing an identity
function.Anomaliesare rarely seen, and as such autoencoders fail to reconstruct them, producing
a large reconstruction error. Thus, the data samples which produce high residgakesror
considered outlierfs6].

Available Computation Time & Urgency of Task for operations do not differ considerably
within this tradespace butmay be dependent on the training data available.-IMear
relationshipsare highly likely given the environment, thus PCA would not provide a reliable

feature set. The weighting factor applied to the selection criteria was dairg8¥6 for Data Set,
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30% for Accuracy, 25% for Available Computation Time, and 15% for Urgendwask totaling

100%.
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Figure 6.9. Monitoring Results
6.6.4Security & Fault Detection

The Security function provides classification for known security threats to include an
example use case of electronic faae. Jamming attacks consist of radio signals maliciously
emitted to disrupt legitimate communications. In this examplentehine learninglgorithmcan
recognize adversary threats, enabling the CA to combat them by migrating the cortionsioa
a different frequency band that is interference free using dynamic spectrura temdesques
and/or nulling the interferer. Interferers classified as inteatithreats can be geolocated and
reported to mission control. In order to train this algorithm, simulated adversaravband and
wideband interference sources could be (i6éH

In addition to supporting electronic resiliency, this function classifies known threat

behaviors for the system to support cyber resiliency, specifically continuouseitagnition of
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the data and control interfaces. Security detections can be performed by relying on previousl
acquired knowledge of the communication behavior under normal and intrusion conditions and
requires the tracking of potential indicators (or metrics) of intrusion activiiig. @mphasizes the
importance of the Cognitive system architecture where information exchangebé¢he CA and

CR is critical to lessen intrusions. Here, the CA can receive data from teesdiffayers.g.,

packet delivery rate of the application layer or channel busg &t the MAC layer) to react to
security impediments. Intrusion conditions can be developed specific to threatsfiotegaity

team using simulations. Training would be handled with known intrusions at time of development
of the CA system. Unknown intrusions may be caught by the Monitoring function’s anomaly
detection and used by the Security function as defined by security policy, and itatadstata

can further be leveraged for future training and improvement of security cassiis.
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Figure 6.10. Security & Fault Detection Results

Some leading assumptions in this functional trafi@nalysis is that we assume we have

access to general purposenit (GPU) or Field Programmable Gate Arrays (FPGA) for methods
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using matrixheavy operations, and that we have a sufficiently large training data set to enable the
classification of security intrusion.he weighting factor applied to the selection criteria was
defined as 20% for Data Set, 25% for Accuracy, 25% for Available Computatioe &ind 30%
for Urgency of Task totaling 100%.

Like the Security function, the Fault Detection uses classification techniquestéotidg
and classifying faultf68]. Random Forest / Decision Trees provide the beakfreater ease of
interpretability of the basis of classification. However, provided sufficienhihg data and
hardware, neural networks are likely to provide better performance in accamdcgpeed,
classifying faults for feedback into the Operations and Management function.

6.7 Cognitive Antenna Summary

In the mission and requirements definition phase, we described the Cognitiven Syste
requirements, and delineated the difference between a CR and a CA system. We alsaldescr
highHevel problem space for the application of CApabilities andlescribed how #se new
capabilities differentiate a CA from currently existing antenna wolgires. We also provided a
justification for the use of €A as enabling technology for improved resiliency pedormance
and determine what theystemneeds would be with respect to NASA’s future missions as
observed in the depicted Operational View. M&S&A was conducted to define fundamental
required hardware architecture constraints to support the NASA mission seseTbt& needs
analysis results indicate that there is a strong need @A & reliably support future space
networks interoperability @ahcompatibility.

An innovative concept of a wideband CA working in conjunction with emerging CR
technology to learn from its experiences to overcome future space network challages

presented. Varying levels of cognition usmgchine learningechniques were evaluatedenable

104



improved link performance, interference mitigation, and electronic/cybiéeney, essential for

the rapid expansion &/Cconstellations and communications. Planning and Design would acquire
data and train the functions for intended operations. Operations and Management wouldminplem
DDPG with NAS for robust, agile operations. Monitoring would use MSCRED to tailor the dat
for other functional use and to detect anomalies. Finally, both Security and Faedti@et
functions would apply neurametworks to classify known threats or systematic faults. With the
growing complexity of current and future heterogeneous networks, more sophisticatetlea

algorithms like the recommendations presented should be applied to optimize sysbemaeé.
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Chapter 7Data ®curity for Space Communication Architectures

With an increase in demand for resilient space communication networks capable of
supporting military and commercial users, securing the data in the network is vitedllaas
minimizing the footprint on a said S/C. Tlusaptempresents a survey of difient S/C architecture
designsthat will provide protection at theore andconsider the needor adaptability for
aggregated userfiexibility, andinteroperabilityfor future space network¥he assessment will
identify which security approach would be best selected in practice, given normatlamypewith
no threats introduced, to protect the system data and data being transferrethacnessork.

This workwaspublished in the peaeviewedlICSSCtechnical conference as notédl.
7.1 Space Communications Architecture

Enforcing security policies in resilient space communication networks can lkengiay
in aSWAP power constrained environment. Users need to be permitted to access data at the proper
sensitivity level only if authorizedAn MLS architecture maintains security classification and
compartment levels throughout the coordinated transfer and access.off ddt data is over
classified (e.g.all data is at the highest classification within the system), the processingof dat
needs to be done only at the highest classification level which becomes ineffsctbet number
of security domains increase. general, while there are data encryption and access control
techniques that can be imposed to secure the network, these solutions grow in propor&on to th
number of sensitivity levels and supporting multiple sensitivity levels with minimal @sur
becanes untenable. The increasing demand for future space networks to be capable of supporting
both military and commercial usesslicit the implementation of security services and protections
against conceivable attacks or vulnerabilities that also suppany simultaneous sensitivity

levels.
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Tremendous flexibility and economic benefits can be provided from distributed space
systems since smaller and lighter satellites are cheaper to build, launch, araihmidican also
result in a system, which higsdistinct applications that interact with each other using succinct
paradigms for networkingS/C communications architectures have evolved over the years.
Resilient networking amongst space constellations requires a strong emphasis ity) secur
therefore cannot afford security compromises with lbeign effects on the system, and shared
space systems are used by components that are extremely sensitive about thedrttiatafare
require a strict security model.

S/C communications architecture rgists of an o#board processor, a variety of

subsystems, and one or more hosted payloads as illustrated in Figure 7.1.

Communications Hosted Payload Payload Electrical power

Onboard Communication Bus

Command and Onboard

Data Handling Computer Mass Storage

*Security level of greyed functions are not the subject of focus.
Figure 7.1. Notional Space Communications Architecture

The processor controls the operation of the satellite, including commands execution,
attitude and orbit control, time synchronization, failure detection andeggcoand maintenance.
The communications subsystem manages the bidirectional communication chaneehhtbisy
satellite and ground station, and the electric power subsystem controls the main powegh&us of

satellite. The data handling subsystem hantliesdata sent and received by B via the
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communications subsystem. The data handling subsystem receives incoming data for3iGth the
platform and the payloads on the uplink where it decodesotihenands andxecutes them if they

are for theS/C platform. If they are not for the platform, then the subsystem will forward the data
to the targeted payload for processing. The data handling subsystem also assem8l€datdh

and payload data and transmits it to the ground segment on the downlink.

The typical threat identified for space networks is represented as two atbgerhat
communicate covertly, in violation of the system security policy, to leak informationshat i
otherwise not available to unprivileged and/or unauthorized users. For Government hosted payload
missions, the critical payload data are encrypted. However, protocol metadata,argatioh in
packet headers, are transmitted in the clear on the shared communicationsschMuostealttacks
are performed on this type of data. Additionally, with the use of SpaceWire, which iglheslvi
network with nodes connected via peioatpoint links, each node may have one or more interfaces.
In the context of the commercially hosted payload, the interfaces in aimetface node can
operate at different sensitivity levels, and because of the direct connectioeebehodes,
malicious disclosure between two adversaries attached to the saméntaritice node can be
accomplished through shared resources in the shared node. With sophisticated encryption
techniques, MLS architectures, and advancements in secure protocols, thesdtagkgercan be
mitigated.

7.2 Security Policies

The overall organizational policy and objectives are not only individual employees or
departments that aresygonsible for the security of confidential information, but also the institution
itself that develops and uses the space communications system. It is, theraianbeimdor top

administrators who protect the institution’s best interest to ensure tappespriate and effective
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security policy is developed and put into practice through the organization by using the Defense

In-Depth Methodology.

Security policy refers to clear, comprehensive, and-defihed plans, rules, and practices
that regulateaccess to an organization’s system and the information included in it. Good policy
protects not only information and systems, but also individual employees and the organization as
a whole. It also serves as a prominent statement to the attackers abouhthigment of the
organization to security. Three specific items for a security policy thatdstasmplement the

organizational policy and objectives are as follows:

1) Identify sensitive information and critical systems.
2) Defineinstitutional security goals and objectives.

3) Ensure that necessary mechanisms for accomplishing the goals and objectivetaaee i

Broadly, speaking, defense-depth use cases can be broken down into user protection scenarios
and network security scenarios. For example, one use case is website protecatioseiDefepth
involves a combination of security offerings (e.g., antivirus, antispam softetarand training

to block threats and protect critical data. A vendor providing software to pestdciser from
cyberattacks can bundle multiple security offerings in the same product. For expagking
together antivirus, firewall, anipam and privacy controls. Because of this security protection,
the user or developer’s network is secured against malware, web applicattks,aihd more.
Another use case is network security, where the developer’s organization sétswplh and in
addition, encrypts data flowing through the network, and encrypts data at rest. Even if attackers
get past th firewall and steal data, the data is encrypted. In this case, an organiettiop &
firewall, runs an Intrusion Protection System (IPS) with trained securgratp's, and deploys an

antivirus program. This provides three layers of security, evattdatkers can get beyond the
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firewall, they can be detected and stopped by the IPS. In addition, the last use case is using the
space communications system to transfer data between source and destination meddataHe
security needs to be applied. Data security includes database monitoring, data magking a

vulnerability detection. Data security architectures are further descni&ettion &.
7.3Governance

The space domain is largely ungoverned, as one cannot visualize it directly; howeger, the
are key areas of space governance that should be explored to understand internatiootigerspe
on ongoing debates in the field, such as space debris mitigation and sustaindbitis; ef
rendezvous and proximity operations, and insurance for space launch and satellites As ambit.
immediate example, the best developed governance in these areas is space stystandalabris
mitigation efforts. An indiscriminate issue for the space domain, space debgsoising problem
with almost every lawwh. Many space experts acknowledge that without norms of behaviour or
debris removal missions, the space environment may be permanently damaged and become
cluttered. There are several international mechanisms, national policies,atrarith activities
ard industry efforts to curb the creation and proliferation of space debris. Severalnpsdve
been published that suggest best practices for operating in the space domain in &lsustaina
manner, as such there is a commonly practicege2b deorbit arm forout-of-datetechnology or
commercial satellites. Understanding where objects are in space and pgdjeeir orbital path
is a cornerstone of developing a robust secure space environment that encouragesc economi

activity, global space debris ngation regulations and sustainability requirements.

Figure 7.2shows the interactions between satellite operators, international orgarszatio
and analsis communities, international standards development organizations, satell@ooper

associations, and national regulatory bodies that are organizationally needed riceini gkeategy
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in general. The organizational roles and contributions each makes towards thernong

sustainability of the space environment is very important.

IADC: Exchange, facilitate, review research; identify debris |
mitigation options

UN COPUOS treaties, principles and guidelines
(4 core treaties + 21 LTS guidelines)

Operator best practices

—— ITU best practices

Spacecraft operators

National policy

Academia Civil . and regulatory

Commercial Government framework

Commercially viable international standards
(ISO, CCSDs, etc.)

- |

Industry Association
SDA: Space Data Association for actionable/timely STM \

SSC: Space Safety Coalition ESOA: EU S/C Ops |
SIA: Satellite Industry CSSMA: Smallsat Freq Mgmt
SIG: SATCOM Innov. Group GSC: Global Sat. Coalition \
4 CONFERS: RPO/O0S Others ‘

Figure 7.2. Organizational Interaction of Global Space Debris Mitigation Activities

Here, IADC refers to Inteagencydebris coordination committee, UN COPUOS is the
United Nations Committee for the Peaceful Use of Outer Space, ITU is theatibnal
Telecommunications Union, I1SO is the International Standards OrganizationC812SOs the
Consultative Committee for 8pe Data Standarddetrics should be captured tassess
governance effectivenessspace systems; examples @w@number of application vulnerabilities
over the year, percentage of spacecraft communication link downtime during active hours
deployed, cost to mitigate or apply countermeasure for security vulnerability.

7.4 Cybersecurity Requirements

Cybersecurity requirements are often country, and even mission specific UrstimoD
spacebased National Security Systems (NSS) that include systems usimgecoial space
platforms to host NSPayloads have cybersecurity requirements defined in CNSS Instruction No.

1200 (National Information Assurance Instruction for Space Systems Used to SuaiponaN
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Security Missions) [69]The requirement categories are segregated into several focus areas, cross
domain solutions (CDS), separation of payload mission data from the host platformdpayloa
command and control (C2) data processing, and information exchange between host piatform a
the payloads space and ground segments.

A S/Cwith payloads operating at different sensitivity levels must meet the information
assurance security controls specified in the Space Platbwenlay [70] and Cross Domain
Solution Overlay[71]. The Space Platform Overlay mitigates the risk related to unmanned space
platforms in the space segment of national security space systems, and the Q2$ Ove
implements measures to protect systems that provide access to andfer tadata between
different security domains. These requirements are essential when mukipledsavith various
sensitivity levels are commercially hostealyloadsand the MLS architectures provide resource
savings.

7.5 SecurityArchitectureApproaches

In this section, weomparewo different security architecture approacbesside of what
is presented ifi2] and [73].For the purposes of the comparison, it is assumed that each payload
hosts an application and/or produces data of a usiguigrity levels or caveats. Each payload is a
distinct security domain. One architectural approach is showigure 7.3where the security
enforcing omponents are contained within a centrally located security perimeter. We term this
the centralized approach. Inthe second approach, as shbwguiia 7.4gach payload individual
contains the security features necessary for that payload. For example, if thpegy/lisaa that
requires data encryption, the encryption algorithm and management of keys for the algarithm a

contained within the payload boundary and only protected data is transmitted onto the shared on
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board communications bus. There is common approach to the separation of system payload
control, or configuration information, and the traffic data within thdoard communication bus.

In the centralized approach, security functions and a CDS are centralized. The CD
enforces the BelLaPadula security moddlF4] for information exchange between security
domains, so if it is necessary to share data between security domains,-doorass guard
function is invoked to ensure data with allowable sensitivity levels is shared. Gitypteon and
decryption algorithms, key management are contained within centralized boundaagivahtage
to this approach is that security certification activities focus on this portion af¢hgecture. The
key managemeritinctions including filling, loading, protections and zeroization are consistent.
Various key types, keys lengths, the over aikeging are handed in a uniform manner. The
centralized system needs may need to implement different algorithms asd-dgutre payload,
must provide adequate encryption/decryption data rates and key agility for each algorithm. A
disadvantage of this approach is when an algorithm specific to one of the payloads resmuyap ¢
the centralized cryptographic subsystem may aksed to be updated. To avoid this type of

coupling, a distributed security architecture is an alternative architecture.

Communications Hosted Payload Payload Electrical power

Security Services, e.g. * Payload
Payload data, encryption ) g‘a"":’tgﬁff:?ﬂt Mass Storage
packet routing onstellation
management

Figure 7.3. Space Communications Architecture with Centralized Security Services
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Packet Routing Mass Storage

Figure 7.4. Space Communications Architecture with Distributed Security Services

A high-level assessment was conducted to determine the optimal MLS architectur@solutio
for an example space communications system. As with any assssmenthe weighting of
each evaluation criteria is subjective, and may change the outcome oadReiftdifferent
weighting were selected. Here we evaluated both the centralized and distrituSeddiitectures
against the ease at which-baard sharing of data could occur, the independence of the payloads
from the security services, and the ceréifion commonality for this future space architecture with
diverse commercially hosted payload$he results for this trade indicate that the centralized
approach was the optimum choifce the overall data security stratedyowever, other factors
such a®n the selected mission of operation and timeline for implementation make eitheccapproa
an acceptableption.

Table7.1.Example MLS Architecture Comparison Results
Evaluation Scoring Centralized MLS Distributed MLS

Ui Criteria Function BENL Approach Approach
Score Weighted Score Weighted
Score Score

On-board

1 Sharing of 30% 10 3.0 5 15
Data Good
Independence @

2 of Payloads Medium AV 1 20 1 20
Certification 3RR 0

3 Commonality 50% 10 5.0 1 0.5

Total 100% 10 | 4
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7.6 MLS for Space Communications Architectures Summary

The ability to develop space systems to accommadag&with stateof-the art technology
is available, the drawback being the amount of time it may take to certify and asciddia
system. Thischapterpresented two divergent approaches for an MLS architecture for space
networks, centralized and distribut®l.S frameworks. Technically, both approaches are an
acceptable method for securing the data in the network for military and coiainegrd users;
however, dependent @ICconstraints, subject communication relays, and the operational mission
to be performed, one may be more advantageous over the other. Further, the missemt fanchit
space network solutions needs weigh the cybersecurity and architectural hpprtoamplement
a holistic approach ensuring classification requirements for data seaardygs all levels are

handled appropriately and effectively.
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Chapter 8Cybesecurity Controls foSpaceCognitive Systems

As discussed in the preceding chapdestributedand centralized architectures can be used

to protect data in general under benign conditions. When systems encounter cyberse@isty thre

particularly, advanced ones, Al strategies should be employed within the comnomsicgstem.
This sectionwill describemachine learning algorithms that can be applied to cordbaanced
persistent threats for futuspacecognitive systems. This wornkas published in thprestigious
IEEE peetreviewed technical conference as notefBjn
8.1Background
Cybersecurity controls play a crucial role in protecting prospectiv8ABognitive Systems
(CS) operating at LEGntended to provide enhanced network connectivity armteased
performance through complementary interference mitigation and link iaption capabilitiesThe
CSwill reside at LEO acting as a relay node between various resouragesguttei Commercial and
DoD space networks, and will distribute both science and telemetryrdatdhe ISS to NASA

NEN ground nodes, other satellite nodes, and TDRf®. CS consists of both a Cand CR

technology, where &A is an environmentally aware antenna that can dynamically allocate

bandwidth and/oadapt itdoeam direction and dctivity, EIRP, provide beam nulling to optimize
spectral, spatial, and temporal resources to complehme=@R technologyas described iGhapter
6). For context, an example mission thread for interference ridigasing the CS is represented
in Figure6.1to signify the importance of its use and innovation offerings wheresthdéransmits
science data to the CS system residing on a LEO for forwarding data t8#eNEN Gateway.
Here, theCSreceives ISS science data with sufficient link margin for healthynmanicationsAn
interferer then begins transmitting on the same Rx channel /eBm,bthereby disrupting the

communications and impairing NASA data collection efforts. The C®msyby design can sense
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and characterize theterference andptimize the antenna parameters for the communicdirdns
while providing beam nulling in the direction of the interferer. In doing, tthhe CS system can
learn to implement the desired configuration for future flybysntérferers. The result of this
automated machine learning process enables NASA toierpe improved science data collection
rates during its mission of executiorhe CS primary system users an®tedas NASA scientists
and astronauts. In additiomjs envisioned that the Swill be able to serve as a surrogate satellite
relay node forGovernment informationiransferbecause it will be able tadapt topotential
adversarial jammemand interferers

Enforcing security policies in resilient space communication networks can lkenginay
where users need to be permitted to access data at the proper sensitivity leveduthigrized.
In general, while there are data encryption and access controicgees that can be imposed to
secure the network, these solutions grow in proportion to the number of sensitivity lebels a
supporting multiple sensitivity levels with minimal resources becomes indafenBhe surging
call for future space networks to be capable of supporting both military and cominuseis
solicit the implementation of sophisticated security services and protections agadibtecre
attacks or vulnerabilities that also supports many simultaneous sensitivity ldusksedtionwill
provide a background on the vital need for cybersecurity controls and protective meadue€s f
CS systems based on known cyh#acks, threat plan and mitigations against Afacks, and
recommended machine learning techniques to be used to mitigate any vulnerabititesilole
attacks.

Recently, space vehicles and systems have become targets edttgbks. This issue has
worsened with the emergent thrust for military system payloads to be able smaesnetworks

at reduced costs by hostingp@rnmentsupplied payloads on commercial space platforms. The
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commercially hosted payloads will require arduous security protections and MLytemctro

protect against information leakage oB8/&€ with MLS capabilities. A 2011 report to the United
StategCongressliscusseseveral suspicious cyber events that interfered with (2) two Government
earth observation satellites in 2007 and 2008, where the U.S. Geological Survey and National
Aeronautics and Space Administration offices confirmed the attacsedrandsa? and Terra

EOS AM-1 satellites if75] respectivelyln [76], an American cybersecurity firm reported several

key findings of APT attacks performed by one of the largest APT organizations oacarange

of victims for lengthy durations, starting from 2006, by maintaining an extensive inbtasé of
computers across the world. While there have been various known attacks, hosting Government
payloads on commercial LEO S/C can provide flexibility and costs savings. Howevazcthiy
ramifications asociated with the management of the satellite’s shared resources with tlie satell
bus and payload owners requires additional scrutiny and certification of which can be provisioned

by a mission systems satellite security architecture and its underlining entespcisety

architecture.
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Figure 8.1. Cognitive System Enterprise Architecture
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Figure 8.1 showsa notional LEO CS enterprise architecturEhis architecture
representation is an example of how complex the systems, interactions, and degimnsean
be. The corresponding infrastructure plays a significant role in safeguarding thepderg,
deployment, and operational use of the sgeased system. Possible entry and exit points for an
intruder / attacker are noted in “green” at the Developer Workstations,t@péfarkstations, and
Network Workstations through the established routers and firewalls, and one or mtee@ trus
boundaries are indicated in “red” as clearly partitioned enclaves based on functezhaMithin
the deployed system that resides in the cloasked network, consists ah orboard processor
supporting cognition functiong(g.,CA or CR) of the CS, a variety of subsystems, and one or
more hosted payloads.

The onboard processor controls the operation of the satellite, including commands
execution, attitude and orbit control, time synchronization, failure detection eoderg, and
maintenance, in addition to utilities such as-bkelfling and antenna control. The communications
subsystem manages the bidirectional communication channel between the satklgteland
station, and the electric power subsystemtrods the main power bus of the satellite. The data
handling subsystem has a large role, as it receives incoming data for et@ pietform and the
payloads on the uplink where it decodes the commands. If the commands are not for the platform
then thesubsystem will forward the data to the targeted payload for processing. The dataghandli
subsystem also accumulates b&tE data and payload data and transmits it to the ground segment

on the downlink.
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8.2 Abuse Case Description
Threat actors can execute a wahnned cybeattack. The lifecycle stages of such an
attack are described below, and most notably, upon completistage3, the LEO CS system
would be considered compromised.

1) Intelligence gathering Refers to information collection on the intended target, network, data,

teams and departments to determine security weaknesses.

2) Points of Entry— Refers to intruder entry points into the system that enable access; this is

commonly performed with spephishing that inserts malware or infected files.

3) Command and Control (C2)Namely refers to a point in the threat execution plan where a

hacker gains control of the machines, netwoaksl system under attack.

4) Lateral Movement- Accomplished once the haskhas gainedontrol andcan freely move

within the network and hide his or her malevolent activities.
5) Maintenance— The process where a hacker creates a new backdoor, servers, malicious
“patches” to create or exploit vulnerabilities of the system.

6) Data Efiltration — Refers to the process in which sensitive information is retrieved.

A calculated attack can be performed from threat actors that seek the underlining
information or processes that the LEO CS utilizes. Three specific threed ataentified and
include the insider threat, hackers, and APT. An insider threat with access todlupdesystem
can be install malicious software.g.,malware) locally on the system prior to the deployment of
the CS system. This, by far, is the most dangerous threat category as the irglaidualsted
and have access to sensitive system content. Hackers or individual criminalseasoadural
threat, where their motivations may range from thrill seekers to financialfgainformation

mined fromDoD secure network systems. For example, a hacker could be considered when two
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adversaries communicate covertly, in violation of the system security policy, to leakation

that is else not available to unauthorized users. For Goverrdrostad paylod missions, the
critical payload data are encrypted. However, protocol metadajg,information in packet
headers, are transmitted in the clear on the shared communications channelgbbtagtacks

are performed on this type of data, but with encryption algorithms and/or cross domain solutions
implemented within the S/C communications architectures, and advancementsutity sec
countermeasures, these cyh#tacks can be alleviated.

Lastly, APT are more modern threats that use continuous, clandestine, and soghisticate
hacking techniques to gain access to a system and remain inside for a prolonged period, with
potentially destructive consequences. This is typically a threat for high vedeéstasuch as large
corporations or national statenséive information, with theoal of stealing information over a
long period, rather than simply executing a fast attack and leaving with small anafunt
information[77]. APT-attacksinvolve gathering information usually through social engineering
methods, reconnaissance performed at site facilities, port scanning, and seamiceg, which
refers to psychological influence of people into realizing goals that may or mayindhé¢argets
best interesf78]. Accurate detection and prediction of APT has been an ongoing challenge, where
with the introduction of the CS system, innovative machine learning algorithms can be bheed in t
securityfunction, mainly continuous trust recognition of the data and control interfaces leveraging
optimized machine learning algorithms, to combat these [79].

Here forward, we will focus on the APattack and what methods can be used for detecting,
identifying, and classifying an attack in LEO CS systems such that it can be effectively combated
and therefore safeigrd all critical information. Critical information refers to sensitive information,

processes, and other content that would require protection. This includes comrerpeahy or
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DoD data, geographic locations of strategic military personnel or troops, and ativeeiteds
or machine learning processes, such as those used to detect, identify and adastyttenc®
offer selfhealing capability to keep the serviced system available for operational useé kaoul
protected against threats.
8.3 Machine Learmg Survey

Traditional Intrusion Detection Systems (IDS) have known limitations, wheyadeire
processing large quantities of audit data, making it both computationally expensive and error
proned This supports the initiative for finding alternative automated approaches toicusuic
irregular pattern recognition for better analysis and predictions of araf{Bdk. As described in
[80], an APTattack can be detected through the identification of anomalous network traffic by
using machindearning methods of C5.0 decision tree, Bayesian network, and deep learning for
detecting and classifying the ARitack on the NSEKDD data set (includes 148,517 samples
where 90% of samples were used for training and 10% for testing). Experiments wer&gun usi
criterion of false positive rate, sensitivigpecificity, accuracy, falseegative rate, and-feasure
wherepreliminary results using the confusion matrix evaluation method showed thatdegpd
methods with automatic mulayer extraction of features has the best performance for timely
detection of an AP-ttack in comparison to other classification medto Additionally, in[81],
APT-attacks and countermeasures for future networks and communications ateedesdnere
modelling phases of typical steps in APT eltsato collect the desired information by attackers is
proposed. [82]ndicates that with the rate at which attack tools are evolving, existing security
measures are inadequate and require solutions that incluegdined behavior analysis of users
and systems within and across networks that allow the detection of intrusionsrahtigtages of

APT attacks; this can be accomplished with monitoriragstand mitigation methods. I[83], a
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machine learning based system, referred to as MLAPT, is suggested to rapidlacetectdict
APT attacks systematically. lhis work, the MLAPT executes three main phases, (1) threat
detection, (2) alert correlation, and (3) attack prediction based on the corrélathework output.
The MLAPT when applied to experiments was able to predict ana&RTk with an accuracy of
approximately 85% in its early phases. Furthermore[8i4], APT-attacks are cited to use
encrypted connections that mimic normal behaviors in order to evade detections, but arhapproac
to analyze high volumes of network traffic to distinguish weak signals related to @Htaten
is advocated. To that end, it is not sufficient to search for a malicious traiit rather an
understanding of the state of the systs required. For example, it may be possible to classify
attacks or types of system state changes that may occur because of the influenatackar;
however, this is hindered by the dimensionality of the data when the state is considered. As
evidened in these investigative works, ARiftacks are real and challenging to mitigate; however,
some machine learning algorithms have been shown to aid in the early detectioficatienti
and classification of an ARattack for abuse cases for heterogenemiaorks.
8.4 TradeOff Analysis & Results

A disciplined tradeoff analysis was performed to evaluate which machine learning
techniques would be best suited for a LEO CS to use for early detection and ctassifitan
APT-attack. There are three maiategories of machine learning which include supervised
learning, unsupervised learning and reinforcement learning. In the supervised leatlingata
point is associated with a label, which assists in supporting predictions about fuiLpeides. In
unsupervised learning, the data points have no labels, but instead the algorithm atiempts t
organize the data in some structured manner to enable interpretation of complexadstapler

way. Lastly, in reinforcement learning, the algorithm is able to choose an actisponse to
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each data point, and a reward is assigned for indicating how good the decision was. This allows
the algorithm to modify its strategy &hieve the highest rewaj8b].

In the tradeoff analysis completed, the selection criteria used to determine the best
algorithm were Accuracy, Training time, Linearity, Number of parameters, amdbr of
features. For given set of criteria, not all of them are equally important in determining the overall
value of an alternative algorithm, and differences in importance vegr®deredy assigning a
weighting factor for each criterion that magnified the contributiothefmost critical criteria. In
machine learningiccuracyis the measurement of how effective the trained model is for all cases.
For example, acquiring the most accurate answer may not always be necesseryghtaining
an approximation may be more thasequate dependent on the use case, and it would allow one
to reduce the total processing tinfeaining timerefers to the length of time required to train a
model; this could vary significantly between algorithms and often goes hand in hand with
accurag. In supervised learning for example, training means using historical data to bigld a
fidelity model that minimized errors. Once the model has been trained, it can be usé@ to ma
predictions on new dat&inearity is also used as a criterion in ttradeoff analysis, where if a
linear relationship exists between a variable and a constant in the data sehexistsa trends
follow a straight line. Linear algorithms are known to reduce accuracy beleagseerrors can
occur between the actual adiear trend lines drawn from the data used, but they are
straightforward and fast to train which enables rapid decisiaking. TheNumber of Parameters
denotes the available dials that can be turned when setting up the algorithm. There may be a
number of parameters that affect the behaviour of the algorithm, such as error éobenammber
of interactions. While it is, a good method to ensure your algorithm spans the full parsraete

due to increased flexibility, the time required to train a model increases explyneamtia the
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number of parameters. TiNumber of Featuresan be very large compared to the number of
samples of the data set amay significantly slow down learning algorithms making the training
time intolerably long.

Table8.1provides a comparison of the raw data score for different machine learning algorithm
options against the selection criteria used in this tcdflanalysis.Here, the subjective value
method was implemented to apply a judgement of the relative utility of each criteriorcale a s
one through ten, where one is the lowest score, five is an acceptable average scores &nel ten i

highest, best score that colid received.

Table 8.1. Selection Criteria vs. Machine Learning Algorithms Raw Data
Selection Criteria SVM GA FL GNB DT NN

Accuracy 5.0 [10.0] 5.0| 5.0 | 5.0|10.0
Training Time 50 |10| 5010050/ 10
Linearity 1.0 | 50| 10| 1.0 |10.0/10.0

Number of Parameter| 5.0 |10.0|/10.0| 10.0| 1.0 | 10.0

Number of Features | 10.0 | 10.0|/10.0| 10.0| 5.0 | 10.0

The total weighted score can be used to select the optimal candidate algorithm to
implement for early detection and classification of an A#&ck as shown irFigure 8.2.
Algorithms such as Support Vector Machine (SVM), Genetic Algorithms (GA), Fuzzy Logics
(FL), Gaussian Naive Bayes (GNB), Decision Trees (DT), and Neural Net{dNs were
evaluated as a potential solution focusing primarily on network intrusion detection. Thamwgeight
factor applied to the selection criteria was defined as 25% for Accuracyfdt5Pfaining Time,

20% for Linearity, 20% for Number of Parameters, and 20% for Number of Featutbsnai

generation sensors and communications systems, collecting and distributing greatets avh
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data is required to support the urgent transfer of information at increased datamdtat longer
ranges for varying missions. To that end, the unmanned -bpseel CS needs to balance
intelligence and processing capability with available platformABWThis very fact makes the

selection criterion oAccuracya higher weighted factor in this trade.

Neural Networks || GGG I
Decision Trees || e
Gaussian Naive Bayes || NG s
Fuzzy Logics | NN ]
Genetic Algorithms || NG s
State Vector Machines [N s
0.000 0.200 0.400 0.600 0.800 1.000

M Accuracy M Training Time M Linearity ®m Number of Parameters B Number of Features

Figure 8.2. Machine Learning Algorithms Best Suited for Mitigating ARAttacks

The tradeoff analysis results yield that the selection of neural networks would be theddvou
algorithm for use to detect, identify and classify A#tfacks. The traditional neural network
definition suggests that it is an interconnected assembly of simple processnegtsleunits or
nodes, whose functionality is based on the instinctive neuron, where the processing ahity of t
network (actions and reactions) is stored in the weights obtained from adapting or lramiag
set of trainingpatterns. As indicated {i86], neural networks are used for statistical analysis and
data modelling, in which they play a large role in cluster analysis techniques, whicledt® us

solve problems in the domains of classification or forecgsti@7] also implies that neural
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networksare an effective method to use in the detection of network intrusions due to their ability
to learn and adapt to new data quickly. Applying neural networks to remotely operated, space
based CS to uniquely categorize pattern variances and irregularitiedromal traffic when
meritoriously trained on known attacks and entity features, could be beneficial to not ortgimai
continuous communication coverage for network survivability, but could enable system learning
for predicting unknown, more advanced machiased malicious attacks.

Modelling and simulation was performed using the Knowledge Discovery and Data Mining
(KDD) Cup 1999 Classification Miel and associated data §&8] on several of the machine
learning algorithms, e.g\N, DT, and GNB, as a mechanism to evaluate the validity of the scoring
for bothTraining TimeandNumber of Parameteras a subset of theade space. For a point of
comparison, training and cresalidation learning curves were computed to model the learning
performance over experience or time. Learning curves are investigative tocHlyypsed to
assess how one algorithm learns fronsedected training data set incrementally and plays a
significant role in larger network topologies to understand the potential performapaetsnof
learning given the vast number of parameter options and nodes within the nebBiguke 8.3
through Figure 8.provide training and crosslidation scoe curvesThis allows one to determine
if applying more training data would improve the algorithmic performance long terihthar
model itself is too simplistic. Here, multilayer perceptron (MLP) NN with a sigmosasidaand
Rectified Linear Unit (ReU) activation function were used for the NN model, the DT model used
the Gini impurity to measure the quality of the split (over entropy and classificatior), and the
GNB model measured the likelihood of features that were assumed to be Gaussiaesulitie

presented are consistent with the subjective scores identifieabie 8.1 for the Training Time
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n the overall traoé

and Number of Parametersvhich provide a higtevel of confidence

analysis results documented in Figure 8.2.
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Figure 8.3. Learning Curves of NN with KDD Cup 1999 Data
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Figure 8.4. Learning Curves of DT with KDD Cup 1999 Data
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Learning Curves (Gaussian Naive Bayes)
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Figure 8.5. Learning Curves of GNB with KDD Cup 1999 Data

In addition, a validation curve is a great diagnostic tool for discovering worthy hyper
parameter settings to be used for effective machine learning algorithm peré@mprovements.
For example, some hyper parameters such as the number of neurons in a NN, maea@naieptir
in a DT, amount of regularization, etc., control the complexity of the model. We would like the
model to be multifaceted to capture anomakeg, APT-attacks or detection intrusions, using the
training data, but not too complex to avoid overfitting. The KDD Cup 1999 Classification model
and data set was used primarily for this analysis since the database contaiesvarigig of
intrusions simulated in a military network environmetitconsists of approximately 4,900,000
single connection vectors each of which contain 41 features and is labeled as eitheonamal
attack with exactly one specific attack type and is helpful in understanding if a masdnmad
algorithm applied to this data set could overcome the weakness of sigmaseck intrusion
detection systems in detecting attacks. Tla@eesome inherent problems in the KDD Cup 1999
data set but is widely used because it is one of the few publicly available data setsviok
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based anomaly detection systeriie first important deficiency in the KDD data set is the huge
number of redundant records. Analyzing KDD training and test sets, it was found that about 78%
and 75% of the records are duplicated in the training and test sets respechiselgrge amount
of redundant records in the training set will cause learning algorithins byased towards the
more frequent records, and will prevent the machine learning algorithm fraimbpanfrequent
records which are usually more harmful to networks such asdagr¢@day) attacks. There are
new data sets publicly available that nteybetter to use in this evaluation which include NSL
KDD [89], ADFA-WD [90], ADFA-LD, CICIDS2017, or BaloT data sets; however, application
to military network environment is uncleaFuture work will develop several validation curves
for NN and will investigate a combination of machine learning algorithms using one of the data
sets that is more applicable tad@y attacks and will validate the classification and performance
predictions for anomalous data outliers possibly experienced in LEO CS systems.
8.5 Cybersecurity Controls for Cognitive Systems Summary

Like any other increasingly digitized critical infrastructure, satellites #met gpacéased
assets are vulnerable to cyagtacks. These cyber vulnerabilities pose serious risks not just for
spa@-based assets themselves but also for grdsaised critical infrastructure. If not contained,
these threats could interfere with national security. The attack surface isibhg@xmponentially
larger as more S/C connect with grodrased assets and usdrmsrough resilient security design
architectures, encryption techniques, and machine learning methods such as neural ,networks
APT-attacks and security vulnerabilities can be prevented and / or future instancedenhiti
thereby increasing networking cauitivity safely for commercial, NASA, and extended military

users.
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Chapter 9CongestiorAware Intentbased Routind\rchitecture

This chapterwill describethe CONAIR architecturewhich promotes the exchange of
information across heterogeneous networks by using traditional routing methods comglimente
with DeepGNN Al to predict and mitigategaffic congestioror typically experienced bottle necks
Additionally, with the CONAIR architecture, information will be readily passedeonetwork
controller to wherean intelligent communicationpath selection can be made. This work was
published in an IEEE technical peewviewed conference as noted .

9.1 Background

Network resiliency is defined if91], and further extended [82] as the ability of a network
to defend against and maintain an acceptivel of service in the presence of challenges,(e.g.
vulnerable to malicious attacks, software and hardware faults, human misha&lesnwlude both
software and hardware misconfigurations, and unprecedented natural disesiersyve can use
resilierce targeted metrics which reflects the requirements of end users, network sparador
service providef93], to evaluate the value of the CONAIR architecturevimying network of
networks using M&S. One key contributor of the CONAIR architecture is the NC which is
responsible for controlling resilience mechanisms embedded in the network and service
infrastructure, which allows the operation of the target seandeensures the graceful degradation

of certain QoS attributes should challenges arise.

Current platforms contain NCs that seek to provide significant insight into the coandinati
of the network and PHY layers and open standards / data models for this coordinatjon, e.g.
connecting. By optimizing the use of available bandwidth and other resources, a N\baedaty
can be applied to the network that affords adaptability to various services to aundat@m

requirements of mulimission platforms as wleds multifunction devices. The typical problems of
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non-interoperable stovpiped systems are eliminated using a netwafrketworks approach,
similar to SDN, but designed for the highly complex and dynamic topologies formed using line
of-sight (LOS) and BLOS radio links, ensuring survivability in a contested environment towards

a secure tactical network.

An overlay can function as an application and content server residing in any node in the
network, allowing for full remote operator control of all radios and other networked d@viibén
any payload using a common web browser operating over any ofytloaghosted radio links.
As such, an autonomous Decision Engine (DE) can optimize network operatiommaade all
payload applications (software) and devices (hardware) including but not limitedstors, data
links (IP and nofP), satellite communi¢®ns, and multfunction devices using an advanced

architecture.

The overlay provides message and frequency translationci@ades interoperability
between disparate radios. Additionally, it is able to dynamically adjust to netwodtrparice
constrants €.g.,bandwidth, delay) in support of mutiission deployments. In conjunction with
the overlay capability, cognitive capabilities can be used to serve as the DBleoarianomous
operations and to support automatic transfer of devices on a specific network to aatwioek
ensuring seamless and continuous communications are maintained. The NC &wl@utadion
in the CONAIR architecture embraces critical cognitive techniques couplledpen standard /
data model methods to provide alternate network path options in response to physicavarkd net
layer challengese(g.,connectivity outages, bandwidth deterioration, application needs/priorities,
or excessive delays), to sustain communications between networked participantic &glos

radio, ensuring survivability for a robust, resilient network.
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9.2 Network of Networks Architecture

Communications is critical to the operator gaining and retaining advantage over apotenti
adversary, but there are network challenges with capacity, bandwidth demands, latency, node
priority, and station time. Additionally, bridging communications across domains has been
challenging due to legacy stopge / federated radio system$he CONAIR architecture is a
cognitive communications system, meaning it applies perception, learning, reasoning, nmemory a
adaptive approaches in the design of the communication syfdinService latency is a grave
constraint in manyf the mission applications for end users, therefore when designing a cognitive
communications system, it is of utmost importance that routing optimization techniques of
heterogeneous networks be an integral part of the solution. As descrilp@s], ischeduling
schemes, spectruaware routing and QoS control requires collaboration between the radios and
engineered networks to truly be a cognitive network of networks system. The CONAIR
architecture objective is to mitigate system overloading, dyndlsnmdjusts resources allocated
to low priority through continued collaboration methods, thereby increasing the probability of

higher priority messages to be delivered within a useful time duration.

Figure 9.1provides a highevel view of the CONAIR architecture. Here, the NC node can
proactively mitigate congestion using the Inference Engine. The Inference Enginesoota
the Oracle and the Roukglter functionality. The Inference Engine acts as an expert model of
network traffic in a network, looking at time histories of traffic across tiwark links in order
to predict the onset of congestion. Low priority traffic can beotged onto rargl utilized links
in order to mitigate congestion before it happens. The CONAIR architectlk® tgeprovide
resilient, multtdomain communications by offering a flexible, dedfaling network of networks

capability with an Alenabled NC.
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Figure 9.1. CONgestion Aware Intenbased Routing (CONAIRArchitecture

The CONAIR architecture can be most easily described usin@likerve Orient Decide
Act (OODA) loop framework for command and control described by John Boya6in The
Observe component of the loop is performed by the NC ingesting OSl layer 2 and 3 ddtandescri
the current state of IP traffic flow and network topology. These observationsoaréega to the
Oracle, a predictive machine learning model within the Inference Engine. This hasdbken
pretrained under a wide variety of network conditions to become an expert modelofket
behavior TheOrient step is completed using Graph Neural Network (GNN) to generate
predictions of latency and load of each communication link in the ne{@®@}kThese predictions
are provided to the Route Filter within the Interference engirtee Route Filter performs the
Decide step, populating a congestmmare route table which prioritizes lavtilization routes.
Once he new routes have been dynamically adjusted, the router completes the OODA loop, acting
to push low priority packets to seldom utilized routes in the network, leaving the sjuickiges
open for the highest priority traffic.
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A cognitive communications system is needed to support a fully integrated network of
networks system to apply perception, learning and adaptive processes thatefanidiszage
delivery assurance. With the design and implementation of the CONAIR argtetettte end
user’s QoE ignriched, and network resources are more readily available for highéwyradfic,
thereby enabling the faster, timelier receipt of information. QoE, as defi{@8]ins purely a
subjective measure from the user’s perspective of the overall quality ofrtieegerovided, by
capturing people’s aesthetic and hedonic needs, and are often influenced by human, system,

contextual factors [99].

9.3 Graph Neural Networks

First introduced in 200£100], GNNs were developed to capture relationships represented
as graphs. Unlike standard neural networks, GNNs retain a state that can taepfesaation
from its neighborhood with arbitrary depth. The target of GNN is to learn a state embedding wi
the mdimensional Euclidean space, which contains the information for each node’s nearest
neighbors. If101] interaction networks were proposed to make predictions and inferences about
different physical systems. The model takes objects and relations as input, rasonshe
interactions, and applies the effects and physical dynamics to predict new statesingigte
from this work comes from an analogy tglysicsbasedsimulation engine. The interactions
between objects depend on their relationships, and in turn the objects have states goverreed by thes
interactions. In the graph representation the interactions and objects asentgutdy edges and

nodes, respectively.

Graphs have tremendous expressive controls and are therefore gainingadtettmn in
the field of machine learnin GNNs use neural networks to learn how relationships affect

interactions, and in turn how those interactions affect the state of the nodes apthagshown
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in Figure 9.2 While the machine learningsearchers at DeepMind used these networks to solve

n-body collision problems, the same logic can be applied to surmise the algorithms uséfulness

networking problems, which is precisely what other authors have done to learn routing protocols

[102], predict jitter and delay{103], optimize resource allocation in wireless netwdd®4], and

distributed transmission scheduling.
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Figure 9.2. Example Input Data and Output Predictions from GNNs

Additionally, in[105], GNNs were proven to be highly valuable and used in social network

prediction. To this notion, in the CONAIR architecture, GNNs predictions can be madiertate

the future state of the netwk based on QoS metrics at each input node within the network; this

technique can be applied to dynamic networking topologies once trained on several physical

network constructs.

Training is performed not with a fixed sampling method, but with a paramexteand

trainable sampler to perform layetse sampling conditioned on the former layer which provides

a level of adaptability for dynamic networks. We successfully ran ovehongred experiments
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on artificial data sets to assess the GNN predictipalméty, varied model training and hyper
parameters, and used the best performing model parameters for the bgsétegcsdata. The
training and tuning model used this baseline data, obtained from a simulation tool, to assess
prediction accuracy and the overall network performance. As an examplgure 9.3 a GNN
architecture was used to calculate the shortest route between two nodes inrk. égvey the

GNN was trained on networks with approximately fifty nodes, and the algorithm was able to

successfully calculate the shorted path on a three-hundred- node network.

Figure 9.3. GNNs using Edge Node Information for Prediction
9.4 Modeling & Simulation & Analysis

Operational M&S examines the architecture from the perspective of a systestooand
other users who are concerned with accomplishing the tasks for which the system islirtende
deals with the environment in which the system operates, operational scenariosractions of

the participants, the outcomes of employing the system in various ways, and measutiesialpera
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performance and afttivenes$106]. Accordingly, M&S can be used to create an overall context

for architectural analysis and to visualize the behavior of the network of netwstks @s a

whole. For this work, we have implemented physical models which represent the handdvare a
software of the CONAIR architecture with high fidelity to reproduce detdikhaviors and to
compute processor throughput and loading, latencies, and packet delivery ratios based on dynamic
network topologies and differing operating scenarios using Scalable Network Technologies

network emulation software, EXata [107].

EXata is used to evaluate -tme-move communication networks faster and with more
realism using a software virtual network to digitally represent the entineretand the various
protocol layers. The system can interoperate, at one or more protocol layergalitadios and
devices to provide hardwane-the-loop capabilities, and in the long run, allows for the successful
design, analysis, and verification of a new communications system design and networking
technologies. As described[it08], EXata was used to quantify traffic management schesgs (
segment routing) for airborne backbone networks, which provided continued coverage and reach-
back capability when terrestrial networks are not available or cannot be flexibly diptaykin
[109], a Mobile Ad hoc Network (MANET) testbed was designed and integrated witheEXat
Cyber network emulator to evaluate the performance oftireal video streaming applications.

The performance of both proactive and reactive routing protocols were evaluated, in addition t
measures for perceived video quality at the end users in the form of influencing QoE were
evaluated to include mean opinion score, sijoditerference and noise ratio (SINR) and packet
delivery ratio at various layers of the TCP/IP protocol stack. To that end, Evtela will be used

for the characterizing the network improvements of the CONAIR archieedhere are several

candidate factors that impact the overall results. These factors includeg bat lmited to, the
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total number of nodes within the network, percent NC nodes (of total number of nodes), number
of neighbors per node, number of links between a pair of neighbors, link capacitygedyvidth)
available, time scale of total traffic @hge, and percentage of network capacity used. Through
robust M&S of the CONAIR architecture with varying degrees of these adjustabbesfaa

reasonable performance assessment can be détield

An example verification exercise can cover a large domain of operational paraewgters (
throughput, latency, cumulative data rate, etc.). For the purposes of verifying prechpiiolity

of the NC, a simple experent was performed in accordance wkigure 9.4.

Alternative
Path
Direct
Path

Figure 9.4. M&S Test Block Diagram for Predictive NC Setup

Here, a router operating the OSPF routing protftbl] will always distribute data through
the direct path leading to congestion when the data rate exceedstbapacity. The NC node
hosts the predictive routing system, when congestion is predicted low priority traffic deoul
redistributed to the alternative path, thereby freeing up the direct path for higtygradfit. This
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experiment demonstrated enhanced QoS for high priority traffic Joguteng the low priority

traffic through the longer paths; this was achievable using the CONAIR archateotution.

» ‘:E’ 4
Ll %

Figure 9.5. M&S Test Block Diagram for Resiliency & Scalability Setup

To extend the testing of the CONAIR architecture, two additional verificatiorriengrgs
were performedo evaluate the resiliency and scalability of the architecture in accordance with
Figure 9.5For the resiliency experiment, the network utilized fixed source and destination nodes,
RQH 1& QRGH DQG 1 SDUDOOHO OLQNVUEKWW HFEXDWH ¥ D2
evaluated, 1) OSPF routing protocol and 2) CONAIR architecture with Oracle presidEvery
VHFRQGY D VWDWLF IDXOW ZDV LQMHEGEWHGFR@SNURPLVBQX)
(e.g., possible malicious attacks or software/hardware faultbg static fault renders the link

broken, and at the conclusion of the simulation, only 34 operational links are remaining.
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Figure 9.7. Resiliency Low Priority Traffic Experiment Results

The resiliency experiment results, both high priority and low priority traffic laoevs in
Figure 9.6 and Figure 9. Here, the OSPF protocol does not instantly recognize a faulty or
degraded link, resulting in dropped packets on the segmented links, where the CONAIR
architecture with Oracle predictionsn@utes traffic resulting in increased etodend latency but
no loss of packets.

For the scalability experiment, the network setup is basdeigure 9.5.The minimum
message size was set to the link bandwidth and the maximum message size was sekto the |
bandwidth multiplied by 48 (equivalent to the total number of parallel links withinehgork).

The message size was varied based on the ratios of the total netwoiky d@pg.c50%, 75%,
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100%, 125%, 150%, 175%, and 200% of the total bandwidth). Results presefitat@9.8 and
Figure 9.9show that the CONAIR architecture outperforms OSPF in terms of messageydel
ratio for high and low priority traffic, respectively, when presented with multiptees within the

network.
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Figure 9.8. Scalability High Priority Traffic Experiment Results
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Figure 9.9. Scalability Low Priority Traffic Experiment Results

In these experiments, the prototyping strategies employed virtual machines Hestit t
within the EXata emulation environment to obtain diagnostic and performance emaasts for

a multrhop network. In principle, prototyping experiments provide a mechanism to develop a
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technical architecture that is capable of meetings its performance objectivdesnalyzing the
results incrementally to verify the technology is functioning acceptably. Each of therequs
conducted revealed favorable results with the application of the CONAIR arahetethe results
signify that future states of the network can be predicted when the modebperaare adequately
trained using synthetic data for certain conditions, and that with heterogenesaskeegbNNs
will improve not only end user QoE, but ultimately warfighter productivity due to inaeaseipt

of information more timely.

9.5 Cognitive Network Management Summary

In summay, we presented a novel method for predicting and mitigating link congestion
with the implementation of the CONAIR architecturere, a predictive routing application has
been developed leveraging cutting eddetechniques that can help in the navigation of
complicated, multhop network of network€Results show that with intricate, dynamic network
topologies, both packet delivery and dneend latency can be improved for varying traffic
profiles, and more so, higher priority traffic can be favoreensure routes are available to
distribute information quickly to the end user. Ultimately, operator QoE can be sagtlific
improved with this implementation, allowing information to be received more rajpgialdy
increasing overall mission effectiveness. Inevitably, a combination of indivichkatdsiliency,
enhanced waveform capabilities, spectral and spatial diversity, are all ypriesures in
providing communications; however, the CONAIR architecture is the underlining frakdvabr
enables the fhability and empowers these features to be employed for supporting a fully

integrated network.
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Chapter 10CognitiveCommunications System for Attributable Platforms

This chaptercombines philosophies and novel strategies f@mapter GandChapter %o
formulate a cognitive communications system built on the foundations of systems lésieihdec
making and next generation wireless communications wavefofimsresearch question of what
systematic coordination can devisedbetween emerging technologi@sg., cognitive antennas
and cognitive networking architecturés)optimize communications under stressing conditions is
addressed. Here, machine learrahgprithms can be applied improvesystenreactions that are
influenced by environmental dfor network related disturbances. This work is planned to be
published in the IEEE peer-reviewed technical journal as noted in [10].

10.1Background

Communications resiliency can be achieved by exploiting spectral and spatial diversity
with cultivated aperture technology, emerging DSA capable radios, and advancedimetw
solutions that enable connectivity and interoperability for lsgpe, multihop networks. Key to
communications resiliency is the assurance of data delivery by providingbaeklrand data
distribution to commanders outside of enemy lines. More recently, small atttéoplatiorms are
replacing locally distributed soldiers near adversaries due to increased caamousi and
weapons capabilities, thereby reducing probability of blue force [i&@] and[113]. In [114]
maintaining small attributables cooperation and control is presented wheeekhef lefficient
networking schemas that can manage communications in rapidly changing environments are
identified as key challenges. While different engineered network topologies may exstdib
attributables in the future, for example, as expected with microcosm swarwgiegolve propose

to use a cognitive communications system (CCS) architecture thatoterdttingedge systems
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orchestration between its three segregated subsystems to optimize dataidistaibditdelivery
amongst network participants while operating the 5G new radio (NR) waveform.

In this chaptey small attributable platform requirements for hosting communications payloads
are described. Also, the innovative CCS architecture which utilizes highslgsteins operations
to improve communications between nodes is outlined. Machine learning techaiquanployed
within each subsystem to predict aperture and networking behaviors that influenceythe wa
decisions are made to optimize information exchanges. Finally, a jamming arsysisented to
demonstrate the effectiveness of the CCS architeatuea exercising the 5G NR waveform in its
operationally deployed state. The analysis will be compared to legacy radio systamsiseni
commercially available technology to highlight the benefits of such a CCS frakhewo
10.1.1 5G New Radio Waveform Beiption

5G is the & generation wireless telecommunications standard, which builds on previous

generations of wireless technologies, but expands the use cases to crititah$ufoe calling,
messaging, and web browsing. The major benefits identifsedart of the 5G innovation area
include better mobility, lower latency, faster access to data, and enhanced througgdglutge
capabilities like livestream video. The 5G technology requires the use of threeregdienicies:
below 1 GHz, 16 GHz, and above 24 GHz (commonly referred to as mmW). The lower bands
allow for broad coverage, while the higher frequency bands deliver faster speeds aogbiite
The 5G NR development is key to enabling the 5G mobile communications system to work and it
provides a number of significant advantages when compared to 4G. The 5G NR initiative uses
modulation, waveforms, and access technologies that enable the communicationsesystet
the demands of high data rate services at low latencies. The waveform format Bf iSGased

on Orthogonal Frequency Division Multiplexing (OFDM) and Discrete Fourier Toemsspread
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OFDM (DFT-s-OFDM) with adaptive modulation including Quadrature Phase Shift Keying
(QPSK), 16 Quadrature Amplitude Modulation (QAM), 64QAM, aB®QAM. OFDM gives a
respectable spectral efficiency whilst providing resilience to selective fadingnaibling multiple
access capability to be implemented using OFDM access (OF[MA).

The specific version of OFDM used in 5G NR downlink is Cyclic Prefix (CP) OFDM (CP
OFDM) and is the same wavefoloTE has adopted for the downlink signal. Within-OFDM,
the last part of the OFDM data frame is ambed at the beginning of the OFDM frame and the
length of cyclic prefix is chosen to be greater than the channel delay spreadv@iliomes the
inter-symbol interference that can result from delays and reflections. In additiog, inehchannel
delayspread is frequency dependent with the cyclic prefix length chosen to be long enough to
account for both interferences. For this reason, the CP length is adaptive accordingnto the
conditions. The 5G NR uplink has used a different form&3d_-TE. CROFDM- and DFFs-
OFDM-based waveforms are used in the uplink. Additionally, 5G NR provides for the use of
flexible subcarrier spacing. LTE subcarriers normally had Kildhertz (kHz) spacing, buthe
5G NR allows the subcarriers to be spaced at 15 kHz x 2s with a maximum spacing 02240 kH
The integral carrier spacing, rather than fractional carrier spacing, iga@doi preserve the
orthogonality of the carriers. The flexible carrier spacing is used to properly stippaliverse
spectrum bands/types and deployment models that 5G NR will need to accommodate. For
example, 5G NR must be able to operatmmW bands that have wider channel widths of up to
400 MHz. 3GPP 5G NR Release-15 specification details the scalable OFDMolagyevith 2s
scaling ofsubcarrier spacing that can scale with the channel width, so the Fast Foamsbiim
(FFT) size scales so that processing complexity does not increase unnecégsaniigier

bandwidths. The flexible carrier spacing also gives additional resilient¢e teffects of phase
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noise within the system. The use of OFDM waveforms offers a lower implemerntamplexity
compared to that which would be needed if some of the other waveforms considered for 5G had
been implemented. In addition to this, OFDM is welterstood as it has been used for 4G and
many other wireless systems.

DFT-s-OFDM is a Single Carrier (S€ike transmission scheme that can be combined with
OFDM that gives significant flexibility for a mobile communications system like 5. riore
commonly known as Single Carrier Frequency Division Multiple Access-KB®IA). The
transmission processing of SIOMA is very similar to that of OFDMA. For each user, the
sequence of bits transmitted is mapped to a complex constellation of symbols (Birse\Shifa
Keying (BPSK), QPSK, or Multilevel Quadrature Amplitude Modulation-Q¥MM)). Then
different transmitters (users) are assigned different Fourier cieetfs. This assignment is carried
out in the mapping and daapping blocks. The receiver side includes orendpping block, one
Inverse Discrete Fourier Transform (IDFT) block, and one detection blockdbrusar signal to
be received. Just like in OFDM, guard intervals (called cyclic prefixel)ayclic repetition are
introduced between blockd symbols in view to efficiently eliminate intsymbol interference
from time spreading (caused by multi-path propagation) among the blocks.

Within the overall waveform format, different types of carrier modulation can be used.
Within the 5G communications system, these are variants of phase shift keying and QAM. Her
QPSK is implemented in 5G technology. QPSK is the lowest order modulation format. Although
this will provide the slowest data throughput, it will also provide the most robust link anchas suc
it can be used when signal levels are low or when interference is high. QAM etablista
throughput to be increased. Formats used within 5G mobile communications system include

16QAM, 64QAM, and 256QAM. The higher the order of modulation, the greater the throughput,
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although the penalty is noise resilience. Therefore, 256QAM is only used when link quality is
good, and it reduces to 64QAM, and then 16QAM, etc., as the link deteriorates.
10.2Platform & Payload Requirements

Small attributable platforms are emerging as new vehicles that can enable admoltitu
tasks €.g., support of commercial disaster recovery operations including -fikdd
communications relays with command centers, etc.). The design and constraretmeqts for a
medium size unmanned aerial vehicle (UAV) are presentédbtel0.1as defined if116]. The
payloadSWAP requirements are crucial metrics that need to be considered when designing the
CCS architecture such that it can fit adequately within the bay of the platakenadvantage of
platform power, and not exceed the maximum weight capacity, which would htedbulimit
operations.

Table 10.1. Communications Relay Platform & Payload Requirements
Category Requirement Metric

Fuselage Length

Fuselage Width | 8”

Height 9”

Weight <100 lbs

Available Power | 300 Watts

ZEWIGEGE Volume (Max) | 975 ir?

Weight (Max) 30 Ibs

In addition to the defined requirements above, the payload cost must be substantially low
due to thousands of quantities needed for future unmanned military operations, such as
surveillance activities. Also, these platforms would serve useful to be armiedadvanced
weaponry to support parallel strike missions if they successfully penetrateateeds enemy

territory.
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10.3Cognitive Communication System Description

The CCS architecture is depicted kigure 10.1 it consists of an environmentally
perceptive aperture (EPA) subsystih DSA capable software defineddio (SDR) subsystem,
and a network controller (NC) subsysté@h Here, the wideband EPA functions in concert with
an advanced SDR that can learn from its experiences over time to determimeadtparameter
selections to avoid interferences and operasmticipation of connectivity challenges. The EPA
subsystem can perform textbook beamforming, beam steering, and nulling by using learned
experiences gained from interacting with the environment, and by having an introspective
understanding of its own health and element status. The SDR is a powerful radio wipclse®m
of a generapurpose processor used to perform signal processing, modulation and demodulation
of the radio signals and can support different waveforms. The SDR is DSA aware hehext
can effectively address spectrum scarcity challenges by sharing licertgeshfrg bands amongst
users without any modifications to the radios or services in use. The NC will usblevauality
of service (QoS) information, such as link capacity, throughput, latency, and packatydeitio

provided from the SDR via proxy services, to support network route recommendations.

Furthermore, the CCS architecture applies machine learning to predict apedure an
network behaviors under certain grained conditions. The applied cognition improves link
performance, interference mitigation, traffic routing, and therefore improvesfiQoEan end
user’s perspective. Empowering communications with a robust, resilienta@Becture will
facilitate faster and more reliable data exchanges between the UAV platforms antivexecu

leaders.
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Figure 10.1. Cognitive Communications System within an Attributable Platform
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10.3.1 Environmentally Perceptive Aperture Subsystem

The EPA subsystem is composed of functional sequencing components built upon erudite

machine learning techniques that perform designated functions or key roles as slroguman

10.2 These roles are defined as planning and design, operations and management, monitoring,

security, and fault detection. Here, planning and design will acquire data anthé&dimctions

for their intended operations prior to deployment. Operations amhgement function will

implement a combination of DDPG with NAS for vigorous, agile operations. Where the

monitoring block will use MSCRED to tailor the data for other functional use (dimensyonal

reduction) and to detect anomalies. Finally, both sgcand fault detection functional blocks will

apply neural networks to classify known threats or systematic faults. With the grampiexity

of current and future heterogeneous networks, advanced learning algorithms like the

recommendations presented within this subsystem should be applied to optimize system

performance. The EPA subsystem integrates with emerging SDR technologyntdrdearits

experiences to overcome link performance challenges and interference mitigsgemtjal for the

rapid expasion of small attributable platform communications.
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Figure 10.2. Functional Sequencing for Environmentally Perceptive Aperture
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Using systems engineering best practices, a-#denalysis was conducted evaluate
which machine learning techniques would be best suited for each antenna function given the
problem each function needed to solve. As a mechanism for differentiating bettezpatiaie
solutions, a set of quantifiable selection criteria wasehahat includes data set (size, nature, and
quality), accuracy, available computation time, and urgency of task to be performedyivam a
set of criteria, not all of them are equally important in determining the overall valaa o
alternative for edt function. Such differences in importance are considered by assigning each
criterion a weighting factor that magnifies the contribution of the most criticatiariteor the
purposes of this tradeff analysis, the subjective value method was implemetadeapply a
judgement of the relative utility of each criterion on a scale one through ten. asidesived
specifically for contested communications application and may vary dependent on intended
applications. The score assigned was then normalized t@rmear maximization method for
simple additive weight trade methodology using a benefit and cost criteria respe&aallts of
the selected machine learning techniques for their quantifiable select@iradot each function

are summarized iRigure 10.3.

Figure 10.3. Trade-off Analysis Summary for Machine Learning Methods for
Environmentally Perceptive Aperture
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10.3.2 Software Defined Radio Subsystem

The SDR subsystem will be DSA aware which will allow the radio to take advaritage o
RF sensing to gather and use spectrum SA to dynamically select operational diesyten
transnit and receive communications on. This capability will run locally within each radio to
swiftly recognize and resolve spectrum congestion and connect to previously undiscovered
networks different available frequencies. Adaptation is constrained by kn@awgdgpectrum
regulations that are loaded into the radio to ensure compliant operations.
10.3.3 Network Controller Subsystem

The NC subsystem applies perception, learning, reasoning, memory, and adaptive
approaches, and camoactively mitigate congestiamsing an inference engires described in
Chapter 9The inference engine contains both an oracle and a route filter capability. driee def
engine acts as an eqpp model of the network traffic in a network, looking at time histories of
traffic across the network links to predict the onset of congestion. Low priorific ttan be
opportunistically re-routed onto underutilized links to mitigate congestion before it happens

The NC subsystem can be most easily described usingbderve orient, decide act
(OODA) loop framework (as shown figure 9.) for command and control described by John
Boyd. The observeelement of the loop is performed by the NC ingesting Open Systems
Interconnection (OSI) layer 2 and 3 data describing the cutedats Internet Protocol (IP) traffic
flow and network topology. These observations are provided to the oracle, a predictiveemachi
learning model within the inference engine. This model has bedrapned under a wide variety
of network conditions to become an expert model of network behaviororigm step is
completed using GNN to generate predictions of latency and the load of each communidation li

in the network. These predictions are provided to the route filter within the ergece
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engine. The route filter performs theecidestep, populating a congestiamare route table which
prioritizes lowutilization routes. Once the new routes have been dynamically adjusted, the router
completes the OODA loomctingto push low priority packets teeldom utilized routes in the

network, leaving the quickest routes open for the highest priority traffic.

GNNs use neural networks to learn how relationships affect interactions, andhowthose
interactions affect the state of the nodes in thelges shown ifFigure 9.2 Researchers have
used these networks to solveébody collision problems, networking problems to learn routing
protocols, predict jitter and delay, optimize resource allocations, and perforrmbutiest

transmission scheduling.

10.4Modeling Overview
Operational modeling examines the architecture from the perspective téia syserator
and other users who are concerned with accomplishing the tasks for which the systenaéli
It deals with the environment in which the system operates, operational ssematiinteractions
of the participants, the outcomes of employing the system in various ways, and Bieasure
operational performance and effectiveness. Accordingly, operational modeling can be used to

demonstrate the benefits of deploying such &@€hitecture within attributable platforms.

For context, an example use case for using the CCS architecture for interfarggaton is
presented irFigure 10.4to show the importance of its utility and cognition. Here, Dsbne
infiltrates enemy territory, and transmits surveillance data to B2omed Drone3. Drone2 or
Drone3 acts as a communications relay and forwards data to the Opgr@eoer (OC) for
processing. Dron2 and Drone3 can communicate freely using 5G NR waveform when no
interference is present. Red forces quickly detect the drones in the area of, iatereeploy an

omni-directional, inband, mature jammer to obfuscatanmunications between Drofieand its
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two intended receivers. The jammer then transmits on the same Receive (Rx) tRanibeam,
thereby disrupting the communications and impairing the OC data collection effortdrortes
equipped with the CCS ar¢bcture by design can sense and characterize the interference and
optimize the aperture parameters for the communications link while providing beamg nutie
direction of the jammer. In doing this, the drones can learn to implement the desirgdratinfi

for future deployed jammers as well. Additionally, with DSA aware technology, thes SBiR
modify the given transmit and/or receive frequencies to avoid the spectrum congestonf. Als
other radios are available that operate at frequencies oofsidese being jammed, the NC can
select to route the data using those. The effect of these coordinated opertti@es subsystems
within the CCS architecture enabled by machine learning is the successipl ofaiata at the

OC at increased ratesrithg mission execution, even in the presence of jammers.

Figure 10.4. Operational Scenario for MinDrone Usage Extraction of Data from Behind
Enemy Lines

10.4.1 Performance Analysis Methodology

The following methodology was used to assess the jam resistance capabilitie€GSthe

architecture outfitted on the drones and its overall performance benefits.
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1. 5G NR waveform fundamental link budgets for all communication paths available were
performed. The alysis assumed a maximum operating frequency of 29.5 GHz, maximum
available bandwidth of 850 MHz, and maximum channel bandwidth of 400 MHz as defined in
the 5G NR specification [117].

2. Using the Friis equation for free space transmission, the jammer to sigrjatafiéSwas

computed with the simplified equation derived below [118].

= @gg@A 9.4.1.1)
Here, J is the jammer signal power at the intended receiver (dB), S is the trarnsgnté
power at the intendkreceiver (dB), Hs the jammer output power (dBW),i®the transmitter
output power (dBW), Gs the jammer antenna gain (dBi), i§the transmitter antenna gain
(dBi), d is the distance from the jammer to the receiver (m), amsltle distance ém the
transmitter to the receiver (m).

3. Using the jammer bandwidth, calculate the updated receivegdDA\to the jammer which is
a function of the received CéNlammer bandwidth, and the J/S ratio. This equation computes
the effect of the received jamnte signal power (J/C in equation below) on the received signal

to noise ratio.

? ?

Ya_ Ya INB G G a — INEB

= G = — = = =
C4 CEZCA Ryp@AGA I5>@adhg mRa RVIRN RVIQAGN I5>@nfngym

(9.4.1.2)
where C is the totalverage received signal powegidlthe total noise power spectral density
at the receiver, Rk is the noise power spectral density due to the RF front end thermal noise,

NJis noise power spectral density due to jammer, and B is the jammer bandwidth.
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4. Themargin with the jammer can be computed, by taking the result in step 3 subtracted from

the required C/blobtained for the 5G NR waveform in use.

The methodology above was used to evaluate the physical layer communications analysis,
the available margin ith and without interference present, and repeated to understand the possible
responses from the CCS architecture when exercising certain machine learniegcitdil

decisions.

10.4.2 Performance Analysis Results

Considering the 29.5 GHz frequency band with 400 MHz carrier bandwidth for exercising
the 5G NR waveform, and an EPA EIRP of 20 dBW (RF power of 1 mW and 50 dBi antenna
gain), we can derive the physical layer analysis as compuleabla10.2 Here, atmospheric loss
was set at an arbitrary value of 5 dB to account for the loss affect expectgdeatfrequency
bands. The results indicate that there is sufficient margin to chateli@k without interference
present.

Next, consistent with steps-24, the communications link margin results can be used as
inputs into the jamming analysis. An onthirectional, irband jammer with an EIRP of 30 dBW
and instantaneous bandwidth of 150 MHz is introduced to interrupt the communication exchange
between Drond and Dron& and/or Dron€l and Drone3. The results are presentedTiable
10.3; results demonstrate how midiones without an integrated CCS architecture would be
vulnerable to deployed and fielded jammers. The jammer can disrupt the communiedfeympl
receivers which are using siloed apertures/antennas or standasisactothat the exchange of
communications is halted between the drones that are-idl@aage which significantly impact

the OC'’s data collection process.
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Table 10.2. Communications Link Budget Analysis

poays pamerer Uy el Dved, Done?

1 EIRP (dBW) 20.0 20.0 20.0 20.0
2 Tx Frequency (GHz) 29.5 29.5 29.5 29.5
3 Range (km) 50.0 125.0 100.0 25.0
4 Free Space Path Loss (dB) 155.8 163.8 161.8 149.8
5 Atmospheric Loss (dB) 5.0 5.0 5.0 5.0

6 Pointing Loss (dB) 2.0 2.0 2.0 2.0

7 Total Propagation Loss (dB) 162.8 170.8 168.8 156.8
8 System G/T (dB/K) 15.0 15.0 15.0 15.0
9 Received C/i (dB-Hz) 100.8 92.8 94.8 106.8
10 | Information BitRate (dBbits) 83.0 83.0 83.0 83.0
11 | Required C/N(dB-Hz) 89.0 89.0 89.0 89.0
12 | Margin (dB) 11.8 3.8 5.8 17.8

Table 10.3. Jamming Analysis without CCS Architecture

Analysis Parameter (Unit)

to Drone-2 to Drone-3 to OC

Drone-1 Drone-1 Drone-2

Drone-3
to OC

Resulting Comms Margin (dB) 11.8 3.8 5.8 17.8
5 Distance between Tx and H 50.0 125.0 100.0 250
Comms Nodes (km)
3 Distance between Jammer and 45.0 120.0 145.0 145.0
Nodes (km)
4 Jammer EIRP (dBW) 30.0 30.0 30.0 30.0
5 Jammer Propagation Loss (dB) 154.9 163.4 165.1 165.1
6 Jammer RIP (dBW) -124.9 -133.4 -135.1 -135.1
7 Victim Recelve_r Gain in Directiof 30.0 30.0 30.0 30.0
of Jammer (dBi)
8 Jo (dBW/Hz) -176.7 -185.2 -186.8 -186.8
Victim Receiver Gain in Directiof
9 of Tx node (dBi) 50.0 50.0 50.0 50.0
10 DerivedN N7V G%: +] -193.6 -193.6 -193.6 -193.6
11 No+ Db (dBW/HZ) -176.6 -184.6 -186.0 -186.0
12 C/ (Not+ J) (dB-Hz) 83.8 83.8 87.2 99.2
13 | Comms Margin with Jam (dB) -5.3 -5.2 -1.9 10.2
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The CCS architecture can apply cognition by using coordinated systems interactions
among its subsystems to optimize the communication kidure 10.5depicts a decision flow
chart for a CC&nabled drone transmitting to another C&fabled drone. Some techniques the
CCS implements are the nulling out of interference using adaptive beamformimgds)ednd if
multiple interference sources exist, the segtimg of the EPA’s EIRP based on the number of the
gain required to close the link can be considered, or exercising DSA by changing frexjoencie
transmit / receive channels to avoid spectrum congestion 4oanid jammers, and if there are
multiple SDRsavailable on the platform, the NC subsystem can seek an available communications
link based on radio link resources and knowledge of the interference. Other techocjues s
adjusting the data rate of the selected waveform to maximize range may beakandi}, or

switching waveforms if alternatives are available for communications.

Figure 10.5. High-Level Behavior Coordination Diagram

To validate the significant offering of the CCS architecture, themjaigy analysis was
repeated where we assumed the drones were equipped with a CCS architectisrexamtple,

as the jammer is coming into position, the drones detect some of the degradation to
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communications and can recognize it as an enemy jammerg thsirknowledge gained on the
jammer’s position, a null can be applied in the direction of the jammer by using the EPA
subsystem, thereby suppressing the victim receiver gain in the direction of the jarairie10.4
provides updated results which yield positive communications margin for all commamipath

options.

Table 10.4. Jamming Analysis with CCS Architecture

Analysis Parameter (Unit) Drone-1 Drone-1 Drone-2 | Drone-3
y to Drone-2 to Drone-3 to OC to OC

Resulting Comms Margin (dB) 11.8 3.8 5.8 17.8

5 Distance between Tx and R 50.0 125.0 100.0 250
Comms Nodes (km)

3 Distance between Jammer and 45.0 120.0 145.0 145.0
Nodes (km)

4 Jammer EIRP (dBW) 30.0 30.0 30.0 30.0

5 Jammer Propagation Loss (dB) 154.9 163.4 165.1 165.1

6 Jammer RIP (dBW) -124.9 -133.4 -135.1 -135.1
Victim Receiver Gain in Directiof

7 of Jammer (dBi) 0.0 0.0 0.0 0.0

8 J (dBW/HZz) -206.7 -215.2 -216.8 -216.8
Victim Receiver Gain in Directiol

9 of Tx node (dBi) 50.0 50.0 50.0 50.0

10 DerivedN N7V G%: +] -193.6 -193.6 -193.6 -193.6

11 Not+ b (dBW/Hz) -193.4 -193.6 -193.6 -193.6

12 C/ (Not+ J) (dB-Hz) 100.6 92.8 94.7 106.8

13 | Comms Margin with Jam (dB) 11.6 3.8 5.7 17.8

Coupled with the fact that the CCA architecture meets or exceeds the platform and
communication payload requirements, and the promising empirical results, the CG&anchi

is an optimal selection for small attributable platforms deployed in highlgsiut environments.

10.5Cognitive Communications System Summary
A novel CCS architecture influenced by machine learning for attributable ptatiehich
uses the 5G NR waveform to relay intelligence, surveillance, and reconnaissammsiond
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makers at théorefront of the battlefield was described. The architecture combines g bagtable

EPA, a SDR, and resilient networking techniques. The CCS architecture and its baadseis

meet the SWAP requirements given for a medium size UAV and the commamscptiyload.

This paper described the system architecture and the machine learnicgteypto designated
functions within each subsystem, and the importance of systems orchestration ta transfe
information effectively between nodes, and across {acgle multthop networks. Operational
modeling was performed to demonstrate the performance benefits of the CCS whetegretsie

the challenges imposed by mature and readily available jammers. Performatisecoespared

to existing commonplace architectures showed favorable results where the flolerofation

distribution was not disrupted.

Future work will develop the selected machine learning algorithms as erfablies CCS
architecture. The CCS architecture will be integrated dntmes and staged in a testbed that
applies a realistic operating environment to assess the immediate perfobmaaafits for given
use cases and will validate the interactions for collaborative systematatiopgrand decision

making between the cognitive subsystems.
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Chapter 11Research Contributions &onclusion

Fully integrated networkof networks military communicationssystens have many
challenges in ensuring seamless information exchdogien,and dissemination between nodes
within a complex network structurén this research, multiple stepswards achieving a fully
integrated network of networlechitecture werproposed and evaluatedere,robust offerings
for mmW and higheapacity capaklantenna technologiea,future tactical multifunction capable
SDR that can be readily paired with the antennas to facilitate communicationsreszated.
Additionally, S/C security data architectures, revolutionary models for an Al ehsiedbased
antenna system, and Al techniques that could be applied to idetgtgct,and classify APT
attacks on A EO spacebased cognitivesystem wereffered Finally, an advanced networking
architecture influenced by Ad improvetraffic flow control and prioritizatios, and the integration
of this with a CA system for small, midrones was presented to demonstrate the benefits of
sophisticated Al technology and statethe-art subsystems in a common disruptivee case
environment.

In Chapter 3two antenna design®ferred to as the Pdbap air antenna and the Bunker
antenna wre proposed Antenna geometries, configurations, analyses, and engineering RF
measurements were highlighted to demonstrate that the designs would meet the gaterma s
requirements and would ultimately provide an increasdde to military operationsFor the
Bunker antenna, two unique geometries were explored, the IFA and BCA geometriestheher
BCA geometry proved to have better gain performance over the coverage required and can support
K-band primary communications, but also supports secondary communications required at Ku and
Ka-bands due to its wideband characteristics. Both antepiians the PerCap air antenna and

Bunker antennahave discriminating, novel features, tlwatuld support smaller platform and
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ground communications for soldiers ehe move, critical for increased mobility and tactical
advantage in highly contested environments.

Chapter 4oroposes the exhaustive design, manufacturing, and RF performance testing for
the novel QPRA this antenna is capable of supporting Higindwidth communications &iur
frequency bands; KX, Ku RX, K RX and KaTX. Benefitsof the antennavere noted atow
mass, lowcost, ease of deployment and stowage, combined with significantly higher gain.
Additionally, the QPRA has potential future space applications for LEO, MEO and &é&l(ies.
Moreover, it has direcipplicationgo future communications fof"sgeneratioraircraft and UAVs
whereit could beplaced either in the noseconeincluded ina pod that is attached to the UAV
body.

Future work to continue the progression of thaséennatechnologiesoptimizationsis
planned, and highly encouraged, as technologies are continuously evéWéngll evaluate a
low cost, compact phased array that can provide advanced beamforming techniques that will
effectively be able to null out potential interferers. A prototype system will sigrue fabricated
to which it will undergo anechoic chamber testing to verify the aperture perfoenmaran RF
induced environment.

A short summary of a highly sought after tactical manpack SDR was descriBbdpter
5. This manpack, integrated with the COTM and CATH antenna technologies beoutidd as a
multifunction communications radiofor soldiers in the battlefieldThe SDR quickfact
specifications were provided, where key metrics such as SWAP proved to be sidpnifmaet
than what soldiexin the military todayarecurrentlyoutfittedwith for communications equipment,
and further,haveless capability. The design was developed through several iterative design

spirals, using keyechnical interchange meetings with réald operatordo provide insight into
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day-to-dayoperations, equipmensesanddesign improvements that could be made for increasing
reliability and functionality of thenanpack system thatould be highly desirable to thiket.

Severalspacebased related applicationgere proposed, to includeognitive antennas,
security data architectureand Al based solutions for protecting the systems in gengral.
discriminating CA systerfor supporting future space networks interoperability and compatibility
was presenteith Chaper 6 where the missiotevel performance requirements were identified for
the communications system which through physical layer analysis led to the derivabierCat
supported hardwaspecific requirements (number of antenna elements, gain, &icijnovative
concept of a wideband CA working in conjunction with emerging CR technology to overcome
future space network challenges was presented. Varying levels of cognition usingiemachi
learning techniques were evaluated to enable improved link performance, interfeitayeateom
and electronic/cyber resiliency, essential for the rapid expansion of @i€tettations and
communicationskFuture work forthe revolutionaryCA systemmay eplore the development of
the selected machine learnialgiorithms as enablers ftire systemintegrate theCA system with
CR technology in a communications systems testbed that applies a realistibapeteperating
environment to assess the immedj@eormance benefits for given use casescamyalidate the
interactions for collaborative decision making and conflict resolution betweercognitive
decision engines.

Robust security data architectures for spaased systems theabuldaccommodate MLS
are introduced irChapter 7 It is important to consider resilient, protective, architectures and
frameworks that allow the underlining C2 and dathe secure to the maximum extent possible
In some instances, C2 and data is far more important to winning a war or ewafli@, and

protecting underlining data, such as geographic coordinate locations of troops or communications
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systems, is a musCybersecurity requirements, policy and governance for spased systems
were briefly reviewed. Finally, a short investigative trade study presentedor two differing
approaches for an MLS architecture for space networks, centralized andutidtMLS
frameworks.Both approachesvere outlined and determined to ba acceptable method for
securing the data in the network for military and commercial end ustdrghe trade results
indicating that the centralized approach was slightly more favofablide evaluation criteria
considered however, dependent o8/C constraints, subject communication relays, and the
operational mission to be performaahy one of the architecturegy be more advantageous over
the other. It was noted that when desigrangarchitectural approach for space network solutions
that the architect should implement whichever architecture is most beneficiafdorpeg the
operational mission effectively while assuring data protection.

Major challenges for future spabasel enterprise solutions includelnerabilitiesdue to
cyber threats as addressed in ChaptAn8buse case was introduced to highlight the possibilities
of how an attacker might compromise the systiatureddata, and in general pose a threat to
other critical infrastructure. Thigsearch investigatéte use of Al algorithms to identify, et
and classify intrusions on the CA spdiased system. The evaluation process extended from a
simple trade study to a complex evaluation of learning and training curves of saithalgarsing
realistic opersource data for various intrusion collectidata. Results yielded that with the
inclusion of neural networks algorithmsR T-attacks and security vulnerabilities can be prevented
and / or future instances mitigated, thereby increasing networking connectivity &afel
commercial, NASA, and extendenilitary users.

Approaches forimproving communications QoE by using Al enabled techniques to

optimize the networkat a MAC layerare presented in Chapter @ sophisticated methodor
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predicting and mitigating link congestion with the implementation of the CONAIR actiniée
was describedResults show that with intricate, dynamic network topologies, both packet delivery
and eneto-end latency can be improved fearying traffic profiles, and more so, higher priority
traffic can be preferred to ensure routes are available to distribute itifamrgaickly to the end
user.Future work for the CONAIRrchitecturanayinvestigate aystem of systems approdoin
resliency by extending the architecture to learn what layers of resiliency shoalppbed for
given operations, environmentanditions,and dynamic network topologies, in essence applying
an outward OODA loopo the inner one describeth parallel,coninued developmendf the
CONAIR architecture as a micrgervice to be compatible and interoperable VWTSNCs to
assurenetwork of networks collaboration and information data exchagffectivenessis
recommended_astly, theCONAIR architecture maype integrated with operational nodes within
a realistic operational network, where the performance improvements for giv&@armise cases
can be fully characterizeahd comparm@to the M&S result$o validate the physical models used
in the EXata basedetwork emulation environment.

Finally, Chapter 10nerges the concepts presented throughout the document by integrating
the CA technology and tactical multifunction SDR with the CONAIR architecturetidinudable
platformsto create an innovad CCS architectuiefluenced by machine learningere, themini-
dronesare intended taelay intelligence, surveillance, and reconnaissance to decision makers
using the 5G NR wavefornThe CCS architecture is an integrasydtem architecture that uses
machine learnindor designated functions within each subsystem, and additionally, introduces the
notion of systems orchestratio information between eadi transfer information effectively
between nodes, and across lasgale multihop networks. Opational modeling wapresented

to illustrate the performance benefits of the CCO8hen inserted in a challenging, heavy
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interferencebasedenvironment.Results in comparison to legacy stgype communications
systems were presented, to which the Cd&nonstrated its effectiveness in coordinating

communications across the network.

Future work of the CCS architecture embedded on a communications payload for mini
dronesmaybe explored, to which the hardware architectoagbe designed, developed aerdted
in a systems integrated laboratory facili§ommunications payloadeay be developed for the
purposes of testing communications capability, and overall operational benefits teethin fl
parallel with the hardware development process, thehmelearning techniquasmaybeexplored
further,developed and applied é&achsubsystem, to wherertay undergo robust subsystem unit
testing. Following success, the subsystemgbe fully integrated into a communications payload,
andthe coordination between subsystemay be subjected to various operational test cases to
validate the CCS system responsé&snally, with the completion and validation of testing in a
laboratory environment, the communications payloadgbe integrated into a small attrilatie

platform and flight testeth 2024time frame.

Thisresearch investigatedmultitude of advanced communication technologies and their
integrationto optimize communicationghrough a fully integrated network of networks system.
With mmW and higkcapacity capable antenna technologies which offer spectral and spatial
diversity, and dactically relevanimultifunction SDR pairing, both COTM and CATH can be
supported in a way that ensures soldier safety. Individual link resilience @gpplied not only
with data security architectures aadvancedetworking architectures, such as the CONAIRt
architectures enabled by Al to facilitate a fagtientification of problems,eagnition of how to
deal with thosechallengesand an improved response over traditional architectures. Enhancing

waveform capabilities can be performed with the selection of nefvgeseration waveforms,
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e.g., 5G NR waveform, to improve realizable gamroduce nulls in the direction of potential
interferers, and facilitate short effective communications at higher itepathat can be
implemented in the SDR, along with other advanced resilient waveform aptiomgroving
networking and communications lynergingengineering technology is a must moving forward
to supportfully integrated network of netwosksystens to provide individual link resiliency,

spectrum and spatial diversity, and communication enhancements in general.
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AppendixA. Reference Table for Acngms

Acronym Description
ADE Axially Displaced Ellipsoid
Al Atrtificial Intelligence
AMC Artificial Magnetic Conductor
ANN Artificial Neural Networks
API Application Programming Interface
APT Advanced Persistent Threat
BCA Biconical Antenna
BLUF Bottom Line Up Front
BLOS Beyond Line of Sight
BSS Broadcast Satellite Service
Cc2 Command and Control
CA Cognitive Antenna
CAS Close Air Support
CATH Communications at the Halt
CCS Cognitive Communications System
CDS Cross Domain Solution
CSC Cognitive System Controller
CMA Covariance Matrix Adaptation
CMi Custom Microwave Incorporated
CONAIR CONgestion Aware Intedtased Routing
COT™M Communications on the Move
COTS Commercial Off the Shelf
CP Circular Polarization
CR CognitiveRadio
CS Cognitive System
Csu Colorado State University
DARPA Defense Advanced Research Project Agency
dBi decibels- isotropic
dBW Decibels- Watts
DDPG Deep Deterministic Policy Gradient
DE Decision Engine
DNN Deep neural Networks
DoD Department of Defense
DSA Dynamic Spectrum Access
DT Decision Trees
EIRP Equivalent Isotropic Radiated Power
EM Electromagnetic
EPA Environmentally Perceptive Aperture
FD Full Duplex
FEM Finite Element Method
FL Fuzzy Logics
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FPGA
FSS
GA
GEO
GHz
GNB
GNN
GPU
GSM
GUI
ICA
ICS
IDS
IEEE
IFA
IPS
ISS
ISS
KDD
OODA
PAE
PCA
QPRA
QoE
QoS
LEO
LHCP
LPD
LPI
LNB
M&S
M&S&A
MAC
Mbps
ML
MLS
mmwW
MSCRED
MSS
NAS
NASA
NC
NN
NR
OMT

Field Programmable Gate Arrays
Fixed Satellite Service

Genetic Algorithms

Geosynchronous Earth Orbit
Gigahertz

Gaussian Naive Bayes

Graph Neural Networks

General Purpose Unit

Global System for Mobile Communications
Graphical User Interface

Independent Component Analysis
Integrated Communications System
Intrusion Detection System

Institute of Electrical and Electronics Engineers
Inverted FAntenna

Intrusion Protection System
International Space Station

Inter Satellite Service

Knowledge Discovery and Data Mining
Observe, Orient, Decide, Act

Power Added Efficiency

Principle Component Analysis
Quadband Petal Reflector Antenna
Quality of Experience
Quiality of Service

Low Earth Orbit

Left Hand Circular Polarization

Low Probability of Detection

Low Probability of Interception

Low Noise Block

Modeling andSimulation

Modeling and Simulation and Analysis
Medium Access Control
Megabits per second

Machine Learning
Multiple Levels of Security

Millimeter Wave

Multi-Scale Convolutional Recurrent Encod®secoder

Mobile Satellite Service

Neural Architecture Search

National Aeronautics and Space Administration
Network Controller

Neural Networks

New Radio

Orthomode Transducer
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OSFP
PCS
PHY
RA
RF
RHCP
RL
RMA
RX
S/IC
SCaN
SDN
SDR
SVM
SWAP
X
UAV
UHF
u.S.
VHF

Open Shortest Path First

Personal Communication Service
Physical

Reflectarray Antenna

Radio Frequency

Right Hand Circular Polarization
Reinforcement Learning
Reconfigurable Mechanical Assembly
Receive

Spacecraft

SpaceCommunications and Navigation
Software Defined Networking
Software Defined Radio

Support Vector Machine

Size, Weight and Power

Transmit

Unmanned Aerial Vehicle

Ultra High Frequency

United States

Very High Frequency
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